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ABSTRET

This document contains instructions for the installation and operation of the
4.4BsDrelease of UNIX as distriluted by The Uniersity of California at Beréley.

It discusses procedures for installing UNIX on ameachine, and for upgrading
an «isting 4.8SD UNIX system to the ne release. Arexplanation of hav to lay out
filesystems onailable disks and the space requirements &rfous parts of the system
are gven. A brief overview of the major changes to the system betweeB3b3and
4.4BSD are outlined.An explanation of hw to st up terminal lines and user accounts,
and hav to do system-specific tailoring is pvided. Adescription of he to install and
configure the 4 BSD networking facilities is included.Finally, the document details sys-
tem operation procedures: shutdoand startup, filesystem backup procedures, resource
control, performance monitoring, and procedures for recompiling and reinstalling system
software.

LUNIX is a ragistered trademark of USL in the USA and some other countries.
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1. Introduction

This documentxplains hav to install the 4.8SD Berkeley version of UNIX on your systemThe
filesystem format is compatible with 83D and it will only be necessary for you to do a full bootstrap pro-
cedure if you are installing the release ona& n@achine. Thebject file formats are completely @ifent
from the System V release, so the most straighdicvprocedure for upgrading a System V system is to do
a full bootstrap.

The full bootstrap procedure is outlined in section 2; the process starts wyihgapfilesystem
image onto a ne disk. Thisfilesystem is then booted and usedxwaet the remainder of the system bina-
ries and sources from the aneds on the tape(s).

The technique for upgrading a BSD system is described in section 3 of this documdrite
upgrade procedurevalves etracting system binaries ontoweoot and/usr filesystems and mging
local configuration files into the wesystem. Useffilesystems may be upgraded in pladdost 4.8SD
binaries may be used with 84D in the course of the cearsion. lItis desirable to recompile local sources
after the cowersion, as the e compiler (GCC) preides superior code optimizatioi€onsult section 3.5
for a description of some of the f@ifences between 43D and 4.8SD.

1.1. Distribution format
The distritution comes in tw formats:

(3) 6250bpi2400’ 9-track magnetic tapes, or
(1) 8mmExabyte tape

If you have e facilities, westrongly recommend copng the magnetic tape(s) in the distriion kit
to guard aginst disasterThe tapes contain 10240-byte record@$ere are interspersed tape marks; end-of-
tape is signaled by a double end-of-filehe first file on the tape is architecture depend@dditional files
on the tape(s) contain tape akghimages of the system binaries and sourcestéséb)?). Seethe tape
label for a description of the contents and format of eachiithdil tape.

1.2. UNIX device naming

Device names ha a dfferent syntax depending on whether you are talking to the standalone system
or a running UNIX lernel. Thestandalone system syntax is currently architecture dependent and is
described in thearious architecture specific sections as applicaleen not running standalone vites
are aailable via files in thddev/ directory The file name typically encodes thevibe type, its logical
unit and a partition within that unitFor example,/dev/sd2b  refers to the second partitiorib(") of
SCSI (‘sd”) drive rumber 2’’, while /dev/irmt0  refers to the na (“ r”) interface of 9-track tape‘fht’’)
unit “0"".

The mapping of pysical addressing information (e.g. contrgliiarget) to a logical unit number is
dependent on the system configuratidn.all simple cases, where only a single controller is present, a
drive with physical unit number O (e.g., as determined by its unit specification, either unit plug or other
selection mechanism) will be called unit 0 in its UNIX file nariiéis is not, havever, grictly necessary
since the system has avdébof indirection in this naminglf there are multiple controllers, the disk unit
numbers will normally be counted sequentially across controllens can be tadn adantage of to mak
the system less dependent on the interconnect top@odyo male reconfiguration after hardwe filure
easier

Each UNIX plysical disk is diided into at most 8 logical disk partitions, each of which may occup
ary consecutre cylinder range on the pRical deice. Thecylinders occupied by the 8 partitions for each
drive type are specified initially in the disk description fiééc/disktab (c.f. disktal(5)). Theparti-
tion information and description of the vk geometry are written in one of the first sectors of each disk
with thedisklabel8) program.Each partition may be used for either @ data area such as a paging area
or to store a UNIX filesystemit is corventional for the first partition on a disk to be used to store a root
filesystem, from which UNIX may be bootstrappethe second partition is traditionally used as a paging

2 References of the ford{(Y) mean the entry nametiin section Y of the'UNIX Programmers Manual'.
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area, and the rest of the disk iszided into spaces for additionamounted filesystemsby use of one or
more additional partitions.

1.3. UNIX devices: block and raw

UNIX makes a distinction betweetbfock’ and “raw” (character) déces. Eacldisk has a block
device interbice where the system naskthe deice byte addressable and you can write a single byte in the
middle of the disk.The system will read out the data from the disk seatsert the byte youayeit and
put the modified data backlhe disks with the naméddev/xx0[a-h] , €c., are block déces. There
are also ra devices aailable. Thesehave rames lile /dev/rxx0[a-h] , the ‘r'’ here standing for
“raw”’. Raw devices bypass theuffer cache and use DMA directly to/from the progrsaufO huffers; the
are normally restricted to full-sector transfers.the bootstrap procedures we will often suggest using the
raw devices, because these tend torkvfaster Raw cevices are used when makinganélesystems, when
checking unmounted filesystems, or for yiog quiescent filesystemsThe block degices are used to
mount filesystems.

You should be aare that it is sometimes important whether to use the charactee déor efi-
ciengy) or not (because it @uld not work, e.g. to write a single byte in the middle of a secté®. not
change the instructions by using the wrong type wicéandiscriminately

2. Bootstrapprocedure

This section eplains the bootstrap procedure that can be used to gegriinel kupplied with this dis-
tribution running on your machindf you are not currently running 483D you will have © do a full boot-
strap. Sectior® describes he to upgrade a 48SD system. Arnunderstanding of the operations used in a
full bootstrap is helpful in doing an upgrade as whileither case, it is highly desirable to read and under
stand the remainder of this document before proceeding.

The distrilution supports a soméat wider set of machines than those for which wee tmilt bina-
ries. Thearchitectures that are supported only in source form include:

. Intel 386/486-based machines (ISA/ér EISA bus only)
. Sorny News MIPS-based warkstations
. Omron Luna 68000-basedorkstations

If you wish to run one of these architectures, you willehta build a cross compilation gmonment. Note
that the distriition doesnot include the machine support for thahibe and XX architectures found in
previous BSD distrintions. Ourprimary deelopment emironment is the HP9000/300 series machines.
The other architectures arevéldped and supported by people outside theausity. Consequentlywe ae

not able to directly test or maintain these other architectures, so cannot comment onukgiessbrelia-
bility, or completeness.

2.1. Bootstrappingfrom the tape

The set of files on the disttibion tape are as fols:

1) Add(1) (HP300)tar(1) (DECstation), odump8) (SFARC) image of the root filesystem
2)  Atar image of thevar filesystem

3) Atar image of thdusr filesystem

4)  Atar image offusr/src/sys

5)  Atar image oflusr/src  except sys and contrib

6)  Atar image of/usr/src/contrib

7)  (8mmExabyte tape distritions only) Atar image of/usr/src/X11R5

The tape bootstrap procedure used to createrking system imolves the folleving major steps:
1)  Transfer a bootable root filesystem from the tape to a disk and get it booted and running.
2)  Buildand restore thvar and/usr filesystems from tape witlar (1).
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3) Extractthe system and utility source files as desired.

The following sections describe the afeogeps in detail. The details of the first stefary between
architectures. Thspecific steps for the HP300, ARC, and DECstation aregh in the next three sec-
tions respectiely. You should follav the instructions for your particular architectuta.all sections, com-
mands you arexpected to type are sha in italics, while that information printed by the system isagho
emboldened.

2.2. Bootingthe HP300

2.2.1. Supportedhardware
The hardvare supported by 484D for the HP300/400 is as folls:

CPU’s 68020 based (318, 319, 320, 330 and 350), 68030 based (340, 345, 360,
370, 375, 400) and 68040 based (380, 425, 433).

DISK’s HP-IB/CS80 (7912, 7914, 7933, 7936, 7945, 7957, 7958, 7959, 2200,
2203) and SCSI-I (including magneto-optical).

TAPE's Low-density CS80 cartridge (7914, 7946, 9144), high-density CS80
cartridge (9145), HP SCSIAY and SCSI Exabyte.

RS232 98644 hilt-in single-port, 98642 4-port and 98638 8-port irdeds.

NETWORK 98643 internal andxéernal LAN cards.

GRAPHICS Terminal emulation and va frame luffer support for 98544 / 98545 /

98547 (Dbpcat color & monochrome), 98548 / 98549 / 98550 (Gatse
color & monochrome), 98700 / 98710 (Gatorbox), 98720 / 98721
(Renaissance), 98730 / 98731 (&) and A1096A (Hyperion

monochrome).

INPUT General intedice supporting all HIL déces. (e.gkeyboard, 2 and 3
button mice, ID module, ...)

MISC Battery-backd real time clock, tiltin and 98625A/B HP-IB intedces,

builtin and 98658A SCSI intesces, serial printers and plotters on HP-
IB, and SCSI autochangenJiee.

Major items that are not supported include the 310 and 3329CR0O0 series machines configured for
Domain/OS, EISA and VME Us adaptors, audio, the centronics port, 1/2" tapesi(r980), CD-FOM,
and the PVRX/TVRX 3D graphics displays.

2.2.2. Standalonalevice file naming
The standalone systemwuilee name syntax on the HP300 is of the form:

xx(a,c,u,p)

wherexxis the deice type,a specifies the adaptor to usghe controlleru the unit, ang a partition. The
device typedifferentiates the arious disks and tapes and is one ‘ot * for HP-IB CS80 disks, ¢t for
HP-IB CS80 cartridge tapes, dsd” for SCSI-I disks (SCSI-I tapes are currently not support@tie
adaptorfield is a logical HP-IB or SCSIus adaptor card numbefhis will typically be 0 for SCSI disks,
0 for devices on the'slow” HP-IB interface (usually tapes) and 1 fovaees on the'f ast’ HP-IB interface
(usually disks).To get a complete mapping of yical (select-code) to logical card numbers just type a "C
at the standalone prompthecontroller field is the disk or taps'target number on the HP-IB or SCSish
For SCSI the range is 0 to 6 (7 is the adaptor address) and for HP-IB the range is Thiounit field is
unused and should be The partition field is interpreted diérently for tapes and disks: for disks it is a
disk partition (in the range 0-7), and for tapes it is a file numbsetodn the tapeThus, partition 2 of a
SCSI disk dne & target 3 on SCSl s 1 would be ‘sd(1,3,0,2). If you hare aly one of ag type hus
adaptoy you may omit the adaptor and controller numbers; ésg(0,2)’ could be used instead of
“sd(0,0,0,2). Thefollowing examples akays use the full syntax for clarity
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2.2.3. Theprocedure

The basic stepswolved in bringing up the HP300 are as falo

1)  Obtaina £cond disk and format it, if necessary

2)  Copy a oot filesystem from the tape onto thgjimming of the disk.
3) Bootthe UNIX system on the medisk.

4)  (Optional)Build a root filesystem optimized for your disk.

5) Labelthe disks with thalisklabel8) program.

2.2.3.1. Stefl: selecting and érmatting a disk

For your first system you will hee © obtain a formatted disk of a typeven in the ‘supported hard-
ware” list abave. If you want to load an entire binary system (i.&grgthing except/usr/src ), on the
single disk you will need a minimum of 290MB, ruling outytining smaller than a 7959B/S diskhe
disklabel included in the bootstrap root image is laid out to accommodate this sc&waahat an HP
SCSI magneto-optical disk willavk fine for this case4.4BSD will boot and run (albeit slely) using one.
If you want to load source on a single disk system, you will need at least 640MB (at least a 2213A SCSI or
2203A HP-IB disk).A disk as small as the 7945A (54MB) can be used for the bootstrap procedwié b
hold only the root and primary s partitions.If you plan to use multiple disks, refer to section 2.5 for
suggestions on partitioning.

After selecting a disk, you may need to format$ince most HP disk dres come pre-formatted
(except optical media) you probably will notythif necessaryyou can format a disk under HP-UX using
the mediainit{1lm) program.Once you hee 44BSD up and running on one machine you can use the
scsiforma(8) program to format additional SCSI disk&ny additional HP-1B disks will hee o be format-
ted using HP-UX.

2.2.3.2. Step®: copying the oot filesystem fom tape to disk

Once you hee a brmatted second disk you can use dké¢l) command under HP-UX to cpphe
root filesystem image from the tape to thgibering of the second diskiFor HP’s, the root filesystem
image is the first file on the tap#.includes a disklabel and bootblock along with the root filesystem.
example command to cgghe image from tape to thediening of a disk is:

dd if=/dev/rmt/Om of=/dev/rdsk/1s0 bs=20b

The actual special file syntax magry depending on unit numbers and tleesion of HP-UX that is run-
ning. Consulthe HP-UXmt(7) anddisk(7) man pages for details.

Note that if you hee a &SI disk, you dort’'necessarily hae o use HP-UX (or an HP) to create the
boot disk. Any machine and operating system that will edlgou to cojy the rav disk image out to block 0
of the disk will do.

If you have amly a single machine with a single disk, you may still be able to install and b&ésD}.4
if you hare an HP-IB cartridge tape dre. If so, you can use a more filiult approach of booting a stan-
dalone cop program from the tape, and using that toyctpe root filesystem image from the tape to the
disk. To do this, you need toxtract the first file of the distriltion tape (the root image), cpp over to a
machine with a cartridge &g and then cop the image onto tape-or example:

dd if=/dev/rst0 of=bootimage bs=20b

rcp bootimage foo:/tmp/bootimage

<login to foo>

dd if=/tmp/bootimage of=/dev/rct/Om bs=20b

Once this tape is created you can boot and run the standalone tgg@agypm from it. The copy pro-
gram is loaded just as yaother program wuld be loaded by the bootrom fattended’ mode: reset the
CPU, hold dain the space bar until theond “K eyboard’ appears in the installed intede list, and enter
the menu selection for SYS_TCOP®nce loaded and running:
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From: "C (control-C to see logical adaptor assignments)
hpib0 at sc7

scsi0 at sc14

From: ct(0,7,0,0) (HP-IB tape, taget 7, first tape file)

To: sd(0,0,0,2) (SCsSI disk, taget 0, third partition)

Copy completed: 1728 ecords copied

This copy will lik ely take 30 minutes or more.

2.2.3.3. SteB: booting the root filesystem

You now havea hootable root filesystem on the disk.you were preiously running with tw disks,
it would be best if you shut dm the machine and turnfqfower on the HP-UX due. It will be less con-
fusing and it will eliminate anchance of accidentally desyting the HP-UX disk.If you used a cartridge
tape for booting you should also unload the tape at this p@itether you booted from tape or copied
from disk you should n® reboot the machine and do another attended boot (séeyzeection), this time
with SYS_TBOQ. Once loaded and running the boot program will display the CPU type and prompt for a
kernel file to boot:

HP433 CPU
Boot
: /vmunix

After providing the lernel name, the machine will boot BSD with output that looks about kkthis:

597480+34120+139288 start 0xfe8019ec

Copyright (c) 1982, 1986, 1989, 1991, 1993
The Regents of the Uniersity of California.

Copyright (c) 1992 Hewlett-Rackard Company

Copyright (c) 1992 Motorola Inc.

All rights r esered.

4.4BSD UNIX #1: Tue Jul 20 11:40:36 PDT 1993
mckusick@vangogh.CS.BerleleyEDU:/usr/obj/sys/compile/ GENERIC.hp300
HP9000/433 (33MHz MC68040 CPU+MMU+FPU4k on-chip physical I/D caches)

real mem = xxx

aval mem = ###

using ### luffers containing ### bytes of memory
(... information about available devices ...)

root device?

The first three numbers are printed out by the bootstrap program and are the sifeeof gdrts of
the system (td, initialized and uninitialized data)lhe system also allocates/el system data structures
after it starts runningThe sizes of these structures are based on the amourdilabl@ memory and the
maximum count of acte wsers &pected, as declared in a system configuration descripfibis. will be
discussed later

UNIX itself then runs for the first time anddies by printing out a banner identifying the release and
version of the system that is in use and the date thatStoompiled.

Next thememmessages ge the amount of real (pisical) memory and the memoryatlable to user
programs in bytesFor example, if your machine has 16Mb bytes of memtirgnxxx will be 16777216.

The messages that come ouktnshav what deices were found on the current processbinese
messages are describedautocon{4). Thedistributed system may not ¥xafound all the communications
devices you hge a al the mass storage peripherals youdaspecially if you hae nore than tw of any-
thing. You will correct this when you create a description of your machine from which to configure a site-
dependent ersion of UNIX. The messages printed at boot here contain much of the information that will
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be used in creating the configuratidm. a correctly configured system most of the information present in
the configuration description is printed out at boot time as the systéies/that each dee is present.

The *root device?’ prompt was printed by the system to ask you for the name of the root filesystem
to use. This happens because the disttibn system is generic system, i.e., it can be bootstrapped on a
cpu with its root deice and paging area onyaavailable disk drve. You will most likely respond to the
root device question with‘sd0” if you are booting from a SCSI disk, or withd0” if you are booting
from an HP-IB disk.This response sk that the disk it is running on is @i 0 d type ‘sd” or “‘rd”
respectiely. If you have aher disks attached to the system, it is possible that the yu are using will
not be configured as logical dei O Check the autoconfiguration messages printed out by daheekto
malke aure. Thesemessages will shothe type of eery logical drive and their associated controller and
slave addresses. &u will later huild a system tailored to your configuration that will not prompt you for a
root device when it is bootstrapped.

root device?sdO

WARNING: pr eposteous time in filesystem —— CHECK AND RESET THE [ATE!
erase "?, kill "U intr "C

#

The ‘erase .. message is part of thigprofile that was eecuted by the root shell when it
started. Thisnessage tells you about the settings of the character erase, line erase, and interrupt characters.

UNIX is now running, and th&NIX Programmers Manualapplies. Thée #” is the prompt from the
Bourne shell, and lets you kmwdhat you are the supeser whose login name igoot’.

At this point, the root filesystem is mounted read-omgfore continuing the installation, the filesys-
tem needs to beupdated’ to dlow writing and deice special files for the folleing steps need to be cre-
ated. Thigs done as follws:

#mount_mfs -s 1000 -T type ydeull /tmp (create a writable filesystem)
(typeis the disk type as determined from /etc/disktab)

#cd tmp (connect to that directory)
#../des/MAKEDEV sd# (create special files for root disk)

(sdis the disk type# is the unit number)
(ignore warning from ‘sh™)

# mount —uw /tmp/sd#a / (read-write mount root filesystem)
#cd /dey (go to deice directory)
# ./MAKEDEV sd# (create permanent special files for root disk)

(again, ignore varning from ‘sh”)

2.2.3.4. Stept: (optional) restoring the root filesystem

The root filesystem that you are currently running on is completegvienit probably is not opti-
mally laid out for the disk on which you are runnin§you will be cloning copies of the system onto mul-
tiple disks for other machines, you are advised to connect one of these disks to this machiriel and b
restore a properly laid out root filesystem ontdlfithis is the only machine on which you will be running
4.4BSD or peak performance is not an issue, you can skip this step and proceed directly to step 5.

Connect a second disk to your machiteyou bootstrapped using the awlisk method, you can
overwrite your initial HP-UX disk, as it will no longer be needed (assuming ywa haplans to run HP-
UX again).

To really create the root filesystem onwaril you should first label the disk as described in step 5
belon. Then run the follwing commands:
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#cd /dey

# /MAKEDEYV sdla

#newfs /de/rsdla

#mount /de/sd1la /mnt

#cd /mnt

#dump Of — /deg/rsdOa | estoe X —

(Note: restore will ask if you a&nt to ‘set ovner/mode for ™
to which you should replyyes”.)

When this completes, you should then shwtmithe system, and boot on the disk that you just cre-
ated follaving the procedure in step (3) aleo

2.2.3.5. Sterb: placing labels on the disks

For each disk on the HP300, 88D places information about the geometry of thealend the par
tition layout at byte déet 1024.This information is written witldisklabel8).

The root image just loaded includesgeheric’ | abel intended to al easy installation of the root
and/usr and may not be suitable for the actual disk on whichai imstalled.In particular it may male
your disk appear lger or smaller than its real sizin the former case, you lose some capaditythe lat-
ter, some of the partitions may map noxistent sectors leading to errors if those partitions are usesl.
also possible that the defined geometry will interact poorly with the filesystem code resulting in reduced
performance. Hoever, as long as you are willing to @& W a little space, not use certain partitions or suf-
fer minor performance deadation, you might ant to &oid this step; especially if you do not kmdnow to
useed(1).

If you choose to edit this label, you can fill in correct geometry information feterdisktab
You may also vant to revork the ‘e” and “f’’ partitions used for loadinfusr and/var . You should not
attempt to, andisklabelwill not let you, modify the'a”, *‘b’’ and “d"’ partitions. D edit a label:

# EDITOR=ed
# export EDITOR
#disklabel -r -e /de/rXX#d

where XX is the type andt is the logical drie rumber; e.g./dev/irsdOd  or /dev/rrdOd . Note the
explicit use of the‘d"’ partition. Thispartition includes the bootblock as do®$ ‘and using it allvs you
to change the size dt"'.

If you wish to label ayadditional disks, run the follsing command for each:
#disklabel -rw XX# type "optional_pa& name”

whereXX# is the same as in the pifeus command antype is the HP300 disk déce name as listed in
/etc/disktab . The optional information may containyadescriptve rame for the contents of a disk,
and may be up to 16 characters lofignis procedure will place the label on the disk using the information
found in/etc/disktab for the disk type namedf you hare changed the disk partition sizes, you may
wish to add entries for the modified configuratioteit/disktab before labeling the &dcted disks.

You havenow completed the HP300 specific part of the installatiNiow proceed to the generic part
of the installation described starting in section 2.5welblote that where the disk named” is used
throughout section 2.5, you should substitute the nadiéif you are running on an HP-IB dislAlso, if
you are loading on a single disk with the aidf disklabel/var should be restored to th¥¢'* partition
and/usr to the ‘e” partition.

2.3. Bootingthe SFARC

2.3.1. Supportedhardware
The hardvare supported by 484D for the SRRC is as follavs:
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CPUs SFARCstation 1 series (1, 1+, SLC, IPC) and\BEstation 2 series (2,
IPX).

DISK's SCSI.

TAPE's none.

NETWORK SFARCstation Lance (le).

GRAPHICS bwtwo and cgthree.

INPUT Keyboard and mouse.

MISC Battery-backd real time clock, dilt-in serial de&ices, Shis SCSI con-
troller, and audio deice.

Major items that are not supported includgthimg VME-based, the GX (cgsix) displahe floppy disk,
and SCSI tapes.

2.3.2. Limitations
There are seral important limitations on the 484D distribution for the SRRC:

1)

2)

3)
4)

5)

6)

You must have SunOS 4.1.x or Solaris to bring up B3D. There is no S&RCstation bootstrap
code in this distribtion. TheSun-supplied boot loader will be used to booB&4, you must cop
this from your SunOS distriion. Thisimposes seeral restrictions on the system, as detailed
below.

The4.4BSD SFARC kernel does not remap SCSI IDA. SCSI disk at taget 0 will become‘sdQ”,
where in SunOS the same disk will normally be called3”. If your isting SunOS system is
diskful, it will be least painful to he SunOS running on the disk on ¢&t O lun 0 and put 486D
on the disk on tget 3 lun 0.Both systems will then think tlgeare running on‘sd0”, and you can
boot either system as needed simply by changing the 6EPRoot device.

Thereis no SCSI tape drér. You must hee another system for tape reading and backups.

Althoughthe 4.8SD SFARC kernel will handle gisting SunOS shared libraries, it does not use or
create them itself, and therefore requires much more disk space than SunOS does.

Itis currently dificult (though not completely impossible) to rungsh diskless. Thesmstructions
assume you will hae a bcal boot, sw&p, and root filesystem.

Whenusing a serial port rather than a graphics display as the console, onftyg@ortan be used.
Attempts to use potttyb  will fail when the krnel tries to print the boot up messages to the con-
sole.

2.3.3. Theprocedure

You must hae a pare disk on which to place £4D. The steps wolved in bootstrapping this tape

are as follavs:

1)

2)

3)

Bring up SunOS (preferably SunOS 4.1.x or Solaris 1.x, although Solaris 2 or&y-w this is
untested).

Attachauxiliary SCSI disk(s).Format and label using the SunOS formatting and labeling programs
as neededNote that the root filesystem currently requires at least 10 MB; 16 MB or more is recom-
mended. Thé partition will be used for sap; this should be at least 32 MB.

Usethe SunOShewfs to huild the root filesystemYou may also vant to lild other filesystems at
the same time(By default, the 4.8SD newfs builds a filesystem that SunOS will not handle; if you
plan to switch OSes back and forth you magntvto sacrifice the performancaiig from the ne
filesystem format for compatibilify You can hild an old-format filesystem on 88D by giving the

—O option tonewfs(8). Fsdk(8) can cowert old format filesystems to meformat filesystems,ut not
vice wversa, so you may amt to initially huild old format filesystems so that thean be mounted
under SunOS, and then later eenh them to nev format filesystems when you are satisfied that
4.4BSD is running properly In any case,you must build an old-style root filesystemso that the
SunOS boot program will avk.
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4)  Mountthe nav root, then cop the SunOSboot into place and use the SunOistallboot” pro-
gram to enable disk-based bootinjote that the filesystem must be mounted when you do the
“installboot’”:

# nount /dev/sd3a /mnt

# cp / boot /mnt/boot

# cd / usr’/kvm/mdec

# i nstallboot /mnt/boot bootsd /dev/rsd3a

The SunOSboot will load 4.48SD kernels; there is no $¥RCstation bootstrap code on the distri-
bution. Notethat the SunO%oot does not handle the wel.4BSD filesystem format.

5)  Restorghe contents of the 84D root filesystem.

# cd / mnt
# r restore xf tapehost:/dev/nrst0

6) Bootthe supplied &rnel:

# halt
ok boot sd(0,3)vmunix -s [for old proms] OR
ok boot disk3 -s [for new proms]

..[4.4 BSD boot messages]

To install the remaining filesystems, use the procedure described starting in sectibntBese instruc-
tions,/usr should be loaded into the” partition and/ivar in the *f’’ partition.

After completing the filesystem installation you magnivto set up 4BSDto reboot automatically:

# halt
ok setenv boot-from sd(0,3)vmunix [for old proms] OR
ok setenv boot-device disk3 [for new proms]

If you build backwards-compatible filesystems, either with the SunO8fs\er with the 4.8SD “ -O”
option, you can mount these under Sun@8e SunOS fsck will, heever, dways think that these filesys-
tems are corrupted, as there areesd nev (previously unused) superblock fields that are updated in
4.4BSD. Running ‘fsck —b32’ and letting it ‘fix’ ' the superblock will tad& care of this.

If you wish to run SunOS binaries that use SunOS shared libraries, you simply neeq @il ¢op
dynamic linler files from anxsting SunOS system:

# r cp sunos-host:/etc/ld.so.cache /etc/
# r cp sunos-host:'/usr/lib/*.so* /usr/lib/

The SunOS compiler and liak should be able to produce SunOS binaries undesb,4ut this has not
been testedIf you plan to try it you will need the appropriate .sa files as well.

2.4. Bootingthe DECstation

2.4.1. Supportedhardware
The hardvare supported by 484D for the DECstation is as follgs:
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CPU’s R2000 based (3100) and R3000 based (5000/200, 5000/20, 5000/25,
5000/1xx).

DISK's SCSiI-I (tested RZ23, RZ55, RZ57, Maxtor 8760S).

TAPE's SCSiI-I (tested DEC TK50, Arche DAT, Emulex MT02).

RS232 Internal DEC dc7085 and AMD 8530 based irdeefs.

NETWORK TURBOchannel PMAD-AA and internal LANCE based insexés.

GRAPHICS Terminal emulation and va frame luffer support for 3100 (color &
monochrome), TURBOchannel PNFAAA, PMAG-BA, PMAG-DV.

INPUT Standard DEC éyboard (LK201) and mouse.

MISC Battery-backd real time clock, internal and TURBOchannel PMAZ-
AA SCSil interhces.

Major items that are not supported include the 5000/240 (there is cbdetcompiled in or tested),
R4000 based machines, FDDI and audio iat$. Disklessachines are not supportedt bbooting ler
nels and bootstrappinge the netvark is supported on the 5000 series.

2.4.2. Theprocedure

The first file on the distriltion tape is a tar file that contains four fil@he first step requires a run-
ning UNIX (or ULTRIX) system that can be used ttract the tar arckie from the first file on the tape.
The command:

tar xf /dev/rmt0
will extract the follaving four files:

A) root.imageddimage of the root filesystem
B) vmunix.tapeddimage for creating boot tapes
C) vmunix.net: file for booting\ar the netvark
D) root.dump:dumpimage of the root filesystem

There are three basicays a system can be bootstrapped corresponding to the first threérdilesiay
want to read the section on bootstrapping the HP300 sincg afdhe steps are similaiA spare, format-
ted SCSI disk is also useful.

2.4.2.1. Pocedure A: copy root filesystem to disk

This procedure is similar to the HP300.you hare an extra disk, the easiest approach is to use
dd(1) under UDTRIX to copy the root filesystem image to thegirning of the spare diskThe root filesys-
tem image includes a disklabel and bootblock along with the root filesygtenexample command to
copy the image to the lginning of a disk is:

dd if=root.image of=/dev/rz1c bs=20b

The actual special file syntax wilaky depending on unit numbers and tieesion of UTRIX that is run-
ning. Thissystem is na ready to boot. ¥u can boot thedenel with one of the follwing PROM com-
mands. If you are booting on a 3100, the disk must be SCSI id zero becausg.of a b

DEC 3100: boot —f rz(0,0,0)vmunix
DEC 5000: boot 5/rz0/vmunix

You can then proceed to section 2.5 to create reasonable disk partitions for your machine and then install
the rest of the system.

2.4.2.2. Pocedure B: bootstrap from tape

If you hare amly a single machine with a single disk, you need to use the méirultlibpproach of
booting a lernel and mini-root from tape or the netk, and using it to restore the root filesystem.
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First, you will need to create a boot tape. This can be done damyin the follaving example.

dd if=vmunix.tape of=/dev/nrmt0 bs=1b
dd if=root.dump of=/dev/nrmt0 bs=20b

The actual special file syntax for the tapevelmill vary depending on unit numbers, tapeide and the
version of ULTRIX that is running.

The first file on the boot tape contains a boot he&denel, and mini-root filesystem that the ®R
can cop into memory Installing from tape has only been tested on a 3100 and a 5000/200 using a TK50
tape dive. Here are tw example P®M commands to boot from tape.

DEC 3100: boot —f tz(0,5,0) m # 5 i s t he SCSI id of the TK50
DEC 5000: boot 5/tz6 m # 6 i s t he SCSIid of the TK50

The ‘m’ agument tells the drnel to look for a root filesystem in memomyext you should proceed to sec-
tion 2.4.3 to kbild a disk-based root filesystem.

2.4.2.3. Pocedure C: bootstrap over t he network

You will need a host machine that is running be®tpsener with thevmunix.net file installed in
the deéult directory defined by the configuration file fmvotp. Here are tw example P®M commands
to boot across the net:

DEC 3100: boot —f tftp()vmunix.net m
DEC 5000: boot 6/tftp/vmunix.net m

This command should load therkel and mini-root into memory and run the same as the tape install (pro-
cedure B).The rest of the steps are the sameept you will need to start the netwk (if you are unsure
how to fill in the <name> fields belg e sections 4.4 and 5xecute the follwing to start the netark-

ing:

# mount —uw /

# echo 127.0.0.1 localhost >> /etc/hosts

# echo <your.host.inet.number> myname.my.domain myname >> /etc/hosts
# echo <friend.host.inet.number> myfriend.my.domain myfriend >> /etc/hosts
# i fconfig le0 inet myname

Next you should proceed to section 2.4.3 tdlda disk-based root filesystem.

2.4.3. Labeldisk and create the oot filesystem
There are fie geps to create a disk-based root filesystem.
1)  Labelthe disk.

# disklabel -W /dev/rrz?c # This enables writing the label
# disklabel -w -r -B /dev/rrz?c $DISKTYPE
# newfs /dev/rrz?a

# f sck /dev/rrz?a

Supported disk types are listed'@tc/disktab
2)  Restorahe root filesystem.

# nmount —uw /
# nount /dev/rz?a /a
# cd /a

If you are restoring locally (procedure B), run:
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# mt - f / devinrmtO rew
# r estore —xsf 2 /dev/rmtO

If you are restoring across the net (procedure c), run:
# r restore xf myfriend:/path/to/root.dump
When the restore finishes, clean up with:

# cd /

# sync

# umount /a

# f sck /devirz?a

3) Resethe system and initialize the PRI monitor to boot automatically

DEC 3100: setenv bootpath boot —f rz(0,?,0)vmunix
DEC 5000: setenv bootpath 5/rz?/vmunix -a

4)  After booting UNIX, you will need to creatiedlev/mouse to run X windavs as in the follwing
example.

rm /dev/mouse
In /dev/xx /dev/mouse

The "xx’ should be one of the folldng:

pmO rav interface to PMAX graphics d&es

cfb0 raw interface to TURBOchannel PM2:BA color frame lffer
xcfbO raw interface to maxine graphics\dees

mfbO rav interface to mono graphicsdees

You can then proceed to section 2.5 to install the rest of the sy$iete. that where the disk name
“sd” is used throughout section 2.5, you should substitute the rieahie *

2.5. Diskconfiguration

All architectures nav havea root filesystem up and running and proceed from this point to layout
filesystems to makuse of the aailable space and to balance disk load for better system performance.

2.5.1. Disknaming and diisions

Each plysical disk dive an be diided into up to 8 partitions; UNIX typically uses only 3 or 4 parti-
tions. For instance, the first partition, sdOa, is used for a root filesystem, a backup thereof, or a small
filesystem lile, /var/tmp ; the second partition, sdOb, is used for paging arappimg; and a third parti-
tion, typically sdOe, holds a user filesystem.

The space\ailable on a disk &ries per déce. Eachdisk typically has a paging area of 30 to 100
megabytes and a root filesystem of about 17gagtes. Thedistributed system binaries ocogupbout 150
(180 with X11R5) mgabytes while the major sources ocgugmother 250 (340 with X11R5) rgebytes.
The/var filesystem as delered on the tape is only 2Mb, Wwever it should hae & least 50Mb allocated
to it just for normal system aeiiy. Usually it is allocated the last partition on the disk so that it can pro-
vide as much space as possible to/tle/users filesystem. Sesection 2.5.4 for further details on
disk layouts.

Be avare that the disks lva teir sizes measured in disk sectors (usually 512 bytes), while the UNIX
filesystem blocks areaviable sized.If BLOCKSIZE=1kis set in the uses’evironment, all user programs
report disk space in kilobytes, otherwise, disk sizes avayalreported in units of 512-byte sectorghe
/etc/disktab file used in labelling disks and making filesystems specifies disk partition sizes in sec-
tors.

3 You can thank System V intransigence and POSIX duplicity for requiring that 512-byte blocks be the units
that programs report.
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2.5.2. Layut considerations

There are seeral considerations in deciding Wado adjust the arrangement of things on your disks.
The most important is making sure that there is adequate space for what is required; sedbnalagity
put should be maximizedPaging space is an important paramet€he system, as distubed, sizes the
configured paging areas each time the system is bo&wather multiple paging areas of dédrent sizes
may be interleaed.

Many common system programs (C, the editbe assembler etcgreate intermediate files in the
/tmp directory o0 the filesystem where this is stored also should be magke ¢éamough to accommodate
most high-vater marks. Typically, /tmp is constructed from a memory-based filesystem (see
mount_mfg3)). Programghat want their temporary files to persist across system reboots (such as editors)
should uselvar/tmp . If you plan to use a disk-basduhp filesystem to @oid loss across system
reboots, it mak&s sense to mount this in‘eobt” (i.e. first partition) filesystem on another diskll the
programs that create files/tmp take care to delete themybare not immune to rar@ents and can le@
dregs. Thedirectory should bexamined &ery so often and the old files deleted.

The eficiengy with which UNIX is able to use the CPU is often strongligeted by the configura-
tion of disk controllers; it is critical for good performance to balance disk [dbadre are at least fvoom-
ponents of the disk load that you cawidié between thevailable disks:

1)  Theroot filesystem.

2) Thelvar and/varitmp filesystems.

3) Thelusr filesystem.

4)  Theuser filesystems.

5)  Thepaging aciiity.

The following possibilities are ones wevgalsed at times when we had 2, 3 and 4 disks:

disks

what 2 3 4

root 0 0 0

var 1 2 3

usr 1 1 1
paging | 0+1| 0+2 | 0+2+3
users 0 0+2 | 0+2
archve | x X 3

The most important things to consider are teneout the disk load as much as possible, and to do
this by decoupling filesystems (on separate arms) between whigh ¢@ging occurs. Note that a long
term average balanced load is not important; it is much more importanvaanstantaneously balanced
load when the system isify

Intelligent experimentation with a fe filesystem arrangements can pafyinfmuch improed perfor-
mance. ltis particularly easy to nve the root, thévar and/var/tmp filesystems and the paging areas.
Place the user files and thesr directory as space needs dictate axgeement with the othemore eas-
ily moved filesystems.

2.5.3. Filesystenparameters

Each filesystem is parameterized according to its block size, fragment size, and the disk geometry
characteristics of the medium on which it residesaccurate specification of the disk characteristics or
haphazard choice of the filesystem parameters can result in substantial throughgadtabe or signifi-
cant vaste of disk spaceAs distributed, filesystems are configured according to thevidig table.
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Filesystem Bloclsize  Fragmendize

root 8kbytes lkbytes
usr 8kbytes lkbytes
users Xkbytes 51%ytes

The root filesystem block size is madegkato optimize bandwidth to the associated diBke lage
block size is important as maf the most hedly used programs are demand paged out of/bire
directory The fragment size of 1 kbyte is‘adminal” value to use with a filesystenwith a 1 kbyte frag-
ment size disk space utilization is about the same as with the earB@ns of the filesystem.

The filesystems for usersvea 4 lyte block size with 512 byte fragment siZEhese parameters
have teen selected based on obsgions of the performance of our user filesysteifise 4 kbyte block
size proides adequate bandwidth while the 512 byte fragment sizédpsacceptable space compaction
and disk fragmentation.

Other parameters may be chosen in constructing filesystemthebfctors iwolved in choosing a
block size and fragment size are mand interact in compleways. Lager block sizes result in better
throughput to lage files in the filesystem asdgr 1/O requests will then be done by the systétowever,
consideration must begn to the arerage file sizes found in the filesystem and the performance of the
internal system differ cache. The system currently pvades space in the inode for 12 direct block point-
ers, 1 single indirect block pointelr double indirect block pointeend 1 triple indirect block pointerf a
file uses only direct blocks, access time to it will be optimized by maximizing the blocKfsizéle spills
over into an indirect block, increasing the block size of the filesystem may decrease the amount of space
used by eliminating the need to allocate an indirect blétdwever, if the block size is increased and an
indirect block is still required, then more disk space will be used by the file because indirect blocks are allo-
cated according to the block size of the filesystem.

In selecting a fragment size for a filesystem, at leastcbmsiderations should bevgh. Themajor
performance tradefsf obsered are between an 8 kbyte block filesystem and a 4 kbyte block filesystem.
Because of implementation constraints, the block stzeus fragment size ratio can not be greater than 8.
This means that an 8 kbyte filesystem willals hare a fagment size of at least 1 kbytd§ a filesystem
is created with a 4 kbyte block size and a 1 kbyte fragment size, then upgraded to an 8 kbyte block size and
1 kbyte fragment size, identical space compaction will be obdertAavever, if a filesystem has a 4 kbyte
block size and 512 byte fragment size \aoting it to an 8K/1K filesystem will result in 4-8% more space
being used.This implies that 4 kbyte block filesystems that might be upgraded to 8 kbyte blocks for higher
performance should use fragment sizes of at least 1 kbytes to minimize the amoonkt i@gfired in con-
version.

A second, more important, consideration when selecting the fragment size for a filesystenvée the le
of fragmentation on the diskWith an 8:1 fragment to block ratio, storage fragmentation occurs much
sooner particularly with a lisy filesystem running near full capacigy comparison, the iel of fragmen-
tation in a 4:1 fragment to block ratio filesystem is one tenth\aseseThismeans that on filesystems
where may files are created and deleted, the 512 byte fragment size is neyetdikkesult in apparent
space ghaustion because of fragmentatiofhat is, when the filesystem is nearly full, filgpansion that
requires locating a contiguous area of disk space is mailg ti& fail on a 512 byte filesystem than on a 1
kbyte filesystem.To minimize fragmentation problems of this sort, a parameter in the super block specifies
a minimum acceptable free space threshalhen normal users (i.e. yone lut the supeuser) attempt to
allocate disk space and the free space threshoktézded, the user is returned an error as if the filesystem
were really full. This parameter is nominally set to 5%; it may be changed by supplying a parameter to
newfs(8), or by updating the super block of atisting filesystem usinginefg8).

Finally, a third, less common consideration is the atiféls of the disk itself The fragment size
should not be smaller than theygfktal sector size of the diskAs an eample, the HP magneto-optical
disks hae 1024 byte plsical sectors.Using a 512 byte fragment size on such disks wdtknout is
extremely ineficient.

Note that the ab@ dscussion considers block sizes of up to only Bk.of the 4.4 release, the max-
imum block size has been increased to 64tis allovs an entirely ne& set of block/fragment
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combinations for which there is littlexgerience to dateln general though, unless a filesystem is to be
used for a special purpose application (fwaraple, storing image processing data), we recommend using
the \alues supplied alve. Remember that the current implementation limits the block size to at most 64
kbytes and the ratio of block sizergus fragment size must be 1, 2, 4, or 8.

The disk geometry information used by the filesystefacts the block layout policies empgied.
The file /etc/disktab , & applied, contains the data for most allvés supported by the system.
Before constructing a filesystem witlewfs(8) you should label the disk (if it has not yet been labeled, and
the drver supports labels)If labels cannot be used, you must instead specify the type of disk on which the
filesystem residesienfs then readgetc/disktab instead of the pack labeThis file also contains the
default filesystem partition sizes, and alait block and fragment sizeJo override aty of the deéult \al-
ues you can modify the file, edit the disk label, or use an optioenis.

2.5.4. Implementinga layout

To put a chosen disk layout intofe€t, you should use theawfs(8) command to create eachwne
filesystem. Eacliilesystem must also be added to the fdte/fstab so that it will be cheadd and
mounted when the system is bootstrapped.

First we will consider a system with a single didkere is little real choice on no do the layout;
the root filesystem goes in tha'* partition,/usr goes in the'€” partition, andvar fills out the remain-
der of the disk in thef*’ partition. Thisis the oganization used if you loaded the disk-image root filesys-
tem. With the addition of a memory-basAthp filesystem, its fstab entryauld be as follws:

/dev/sdOa / ufs rw 1 1
/dev/sdOb  none swap sw 0 O
/dev/sdOb /tmp mfs rw-s=14000,-b=8192,-f=1024,-T=sd660 0 O
/dev/sdOe [usr ufs ro 1 2
/dev/sdOf /var ufs rw 1 2

If we had a second disk, weowld split the load between the . Onthe second disk, we place
the/usr and/var filesystems in their usual sdle and sdif partitions respiyctiThe sd1b partition
would be used as a second paging area, and the sdla partition left as a spare root filesystewelfalternati
sdla could be used férar/tmp ). Thefirst disk still holds the the root filesystem in sdOa, and the pri-
mary svap area in sdObThe sdOe partition is used to hold home directorigganusers . The sdOf
partition can be used fdusr/src or alternately the sdOe partition can béeaded to ceer the rest of
the disk withdisklabel8). Asbefore, thetmp directory is a memory-based filesysteMote that to inter
leave the paging between the avdisks you must bild a system configuration that specifies:

config vmunix  root on sd0 sap on sd0 and sd1
The/etc/fstab file would then contain
/dev/sdOa / ufs rw 1 1
/dev/sdOb  none swap sw 0 O
/dev/sd1lb none swap sw 0 O
/dev/sdOb  /tmp mfs rw-s=14000,-b=8192,-f=1024,-T=sd660 0 O
/dev/sdle /usr ufs ro 1 2
/dev/sdOf  /usr/src ufs rw 1 2
/dev/sdlf [var ufs rw 1 2
/dev/sdOe /var/users ufs rw 1 2

To make the/var filesystem we wuld do:
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#cd /dey

#MAKEDEYV sd1

# disklabel -wr sd1 "disk type" "disk name"
# newfs sdif

(information about filesystem prints out)

# mkdir /var

# mount /de/sd1f /var

2.6. Installing the rest of the system

At this point you should h& your disks partitioned.The net step is to etract the rest of the data
from the tape.At a minimum you need to set up thar and/usr filesystems. ¥u may also ant to
extract some or all the program sourc&nce not all architectures support tap&elrior don’t support the
correct ones, you may need tetract the files indirectly usingsh(1). For example, for a directly con-
nected tape dré you might do:

#mt -f /der/nrmtO fsf
# tar xbpf 20 /de/nrmt0

The equiaent indirect procedure (where the tapeveiis on machine foo”’) is:

#rsh foo mt -f /de/nrmtO fsf
#rsh foo dd if=/des//nrmt0 bs=20b | tar xbpf 20 -

Obviously, the taget machine must be connected to the local mt\or this to vork. To do this:

#edo 127.0.0.1 localhost> /etc/hosts

# edho yourhost.inet.number myname.rdgmain myname> /etc/hosts
# edo friend.host.inet.number myfriend.ndpmain myfriend>> /etc/hosts
#ifconfig le0 inetmyname

where the‘host.inet.numbet*fi elds are the IP addresses for your host and the host with the tapendri
the *my.domain’ fields are the names of your machine and the tape-hosting ma€leiesections 4.4 and
5 for more information on setting up the netk:

Assuming a directly connected tapevdrihere is hav to extract and installvar and/usr :

# mount —uw /de/sd#a / (read-write mount root filesystem)
# date yymmddhhmm (set date, sedate(1))

# passwd -1 oot (set passwrd for supetuser)

New password: (passverd will not echo)

Retype new passward:

# passwd -I toor (set passwrd for supetuser)

New password: (passverd will not echo)

Retype new passward:

# hostname mysitename (set your hostname)

# newfs 1sd#p (create empty user filesystem)

(sdis the disk type# is the unit number
p is the partition; this teds a fev minutes)

# mount /de/sd#p /var (mount the war filesystem)

#cd /var (malke Nar the current directory)
#mt -f /[der/nrmtO fsf (space to end of prus tape file)
# tar xbpf 20 /de/nrmt0 (extract all of \ar)

(this tales a fev minutes)

# newfs 1sd#p (create empty user filesystem)

(as beforesdis the disk typet is the unit number
p is the partition)
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# mount /de/sd#p /mnt (mount the ne /usr in temporary location)
#cd /mnt (make /mnt the current directory)

#mt -f /der/nrmtO fsf (space to end of prus tape file)

# tar xbpf 20 /de/nrmt0 (extract all of usr rcept usr/src)

(this tales about 15-20 minutes)

#cd/ (malke / the current directory)

#umount /mnt (unmount from temporary mount point)
#rm -r Jusr/* (remove excess bootstrap binaries)

# mount /de/sd#p /usr (remount /usr)

If no disk label has been installed on the disk,rtéefs command will require a third gunment to specify
the disk type, using one of the namedadtc/disktab . If the tape had beenweund or positioned
incorrectly before théar, to extract/var it may be repositioned by the foling commands.

# mt -f /der//nrmt0 ew
# mt -f /der/nrmtO fsf 1

The data on the second and third tape files hasbeen atracted. Ifyou are using 6250bpi tapes, the first
reel of the distribtion is no longer needed; you shouldvwroount the second reel insteatlhe installation
procedure continues from this point on the 8mm tafiee net step is to ®tract the sourcesAs previ-
ously noted,/usr/src requires about 250-340Mb of spackleally sources should be in a separate
filesystem; if you plan to put them into ydusr filesystem, it will need at least 500Mb of spadessum-

ing that you will be using a separate filesystem on sdOfufsw'src  , you will start by creating and
mounting it:
# nawfs sdOf

(information about filesystem prints out)
# mkdir /usr/sc
# mount /dg/sdOf /usr/st

First you will extract the lernel source:

# cd /usr/sc

#mt -f /de//nrmtO fsf (space to end of preus tape file)
(this should only be done on Exabyte disitibns)
# tar xpbf 20 /de/nrmt0 (extract the lernel sources)

(this tales about 15-30 minutes)

The net tar file contains the sources for the utilitidsis extracted as follws:

# cd /usr/st

#mt -f /der/nrmtO fsf (space to end of prus tape file)
# tar xpbf 20 /de/rmt12 (extract the utility source)

(this tales about 30-60 minutes)

If you are using 6250bpi tapes, the second reel of the distribis no longer needed; you should
now mount the third reel instead-he installation procedure continues from this point on the 8mm tape.

The net tar file contains the sources for the contidlal softvare. ltis extracted as follavs:

# cd /usr/sc

#mt -f /de//nrmtO fsf (space to end of preus tape file)
(this should only be done on Exabyte disitibns)
# tar xpbf 20 /de/rmt12 (extract the contribted softvare source)

(this tales about 30-60 minutes)
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If you receved a dstribution on 8mm Exabyte tape, there is one additional tape file on thedistrib
tion tape that has not been installed to this point; it contains the sources for X1tHRA Jrformat. As
distributed, X11R5 should be placed/irsr/src/X11R5

# cd /usr/st

#mt -f /der/nrmtO fsf (space to end of prus tape file)
# tar xpbf 20 /de/nrmt0 (extract the X11R5 source)

(this tales about 30-60 minutes)

Marny of the X11 utilities search using the pdtisr/X11 , so be aure that you hae a gmbolic link that
points at the location of your X11 binaries (here, X11R5).

Having nav completed the xraction of the sources, you maymt to \erify that your/usr/src
filesystem is consistenflo do s, you must unmount it, and rdisk(8); assuming that you used sdOf you
would proceed as foll@s:

#cd/ (change directoryback to the root)
#umount /usr/sr (unmount /usr/src)
# fsdk /dev/rsdOf

The output fronfsdk should look something lék

** [dev/rsdOf

** |_ast Mounted on /usr/src

** Phase 1 - Check Blocks and Sizes

** Phase 2 - Check Rthnames

** Phase 3 - Check Connectiity

** Phase 4 - Check Refeznce Counts

** Phase 5 - Check Cyl goups

23000 files, 261000 used, 3900@ér (2200 frags, 4600 blocks)

If there are inconsistencies in the filesystem, you may be prompted to apply vermeain; see the
fsk(8) orFsd — The UNIX He System Ché&dProgram (SMM:3) for more details.

To use thelusr/src  filesystem, you should moremount it with:
# mount /de/sdOf /usr/st
or if you have made an entry for it ifetc/fstab you can remount it with:

# mount /usr/st

2.7. Additional corversion information

After setting up the e 4.4BSD filesystems, you may restore the user files that wesel sm tape
before bginning the cowersion. Notethat the 4.BSD restore program does its @k on a mounted filesys-
tem using normal system operatiofitis means that filesystem dumps may be restoredikthe charac-
teristics of the filesystem changetio restore a dump tape faay, the/a filesystem something lékthe
following would be used:

# mkdir /a

# newfs sd#p

# mount /de/sd#p /a
#cd/a

# restore x

If tar images were written instead of doing a dump, you should be sure to use its ‘—p’ option when
reading the files backNo matter hw you restore a filesystem, be sure to unmount it and and check its
integrity with fsd(8) when the job is complete.
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3. Upgradinga 4.3BSD system

This section describes the procedure for upgradingEs®.8ystem to 4.8SD. This procedure may
vary according to theersion of the system running before wemsion. Ifyou are cowerting from a System
V system, some of this section will still apply (in particuthe filesystem carersion). Havever, mary of
the system configuration files arefdient, and thexacutable file formats are completely incompatible.

In particular be \ary when using this information to upgrade aB43 HP300 systemThere are at
least four diferent \ersions of‘4.3BSD” o ut there:

1) HPBSD1.x from Utah.
This was the original ersion of 4.8SD for HP300s from which the otheasants (and 4HSD) are
derived. Itis lamgely a 4.BSD system with Sug NFS 3.0 filesystem code and someB&B-Tahoe
features (e.g. netwking code).Since the filesystem code is 4.2/4.3 vintage and the filesystem hier
archy is largely 4.88SD, most of this section should apply

2)  MORE/bsdrom Mt. Xinu.
This is a 4.BSD-Tahoe vintage system with San\FS 4.0 filesystem code upgraded witdh®e
UFS featuresThe instructions for 4BSD-Tahoe should lgely apply

3) 4.38SD-Reno from CSRG.
At least one site bootstrapped HP300 support from the Reno uligtnb TheReno filesystem code
was omewhere between 488D and 4.8SD: the VFS switch had been addadt mary of the UFS
features (e.g.‘ihline”” symlinks) were missing. The filesystem hierargh reoganization first
appeared in this releasBe extremely careful follaving these instructions if you are upgrading from
the Reno distribtion.

4)  HPBSD2.0 from Utah.
As if things were not bad enough alregithjs release has the 84D filesystem and netwrking code
as well as some utilitiesubstill has a 4.8SD hierarcly. No filesystem coversions are necessary
for this upgrade, it files will still need to be med around.

3.1. Installation oveview

If you are running 48SD, upgrading your systemolves replacing yourdenel and system utili-
ties. Ingeneral, there are three possiblays/to install a ne BSD distribution: (1) boot directly from the
distribution tape, use it to load webinaries onto empty disks, and then geepr restore gnexisting con-
figuration files and filesystems; (2) use aistng 4.8SD or later system toxtract the root andusr
filesystems from the distuition tape, boot from the wesystem, then mege or restoresasting configura-
tion files and filesystems; or (3Xteact the sources from the distriion tape onto anxesting system, and
use that system to cross-compile and instalB4D! For this release, the second altewmts drongly
advised, with the third alternaéi resered as a last resortn general, older binaries will continue to run
under 4.8SD, but there are manexceptions that are on the critical path for getting the system running.
Ideally, the nev system binaries (root anfdisr filesystems) should be installed on spare disk partitions,
then site-specific files should be med into them.Once the n& system is up and fully mged, the pré-
ous root andusr filesystems can be reuse@ther &isting filesystems can be retained and usece
that (as usual) the mefsck should be run before there mounted.

It is STRONGLY advised that you makfull dumps of each filesystem beforegbming, especially
ary that you intend to modify in place during the geer Itis also desirable to run filesystem checks of all
filesystems to be coarted to 4.8SD before shutting den. Thisis an &cellent time to reiew your disk
configuration for possible tuning of the layobdost systems will need to prioe a nev filesystem for sys-
tem use mounted ofvar (see belw). However, the /tmp filesystem can be an MFS virtual-memory-
resident filesystem, potentially freeing atisting disk partition. (Additional swap space may be desirable
as a consequenceSeemount_mfg3).

The recommended installation procedure includes thenfmitp steps. The order of these steps will
probably ary according to local needs.

. Extract root andusr filesystems from the distniition tapes.
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. Extract kernel and/or usdevel sources from the distriliion tape if space permit3his can sery &
the backup documentation as needed.

. Configure and boot aeknel for the local systenilhis can be delayed if the genererikel from the
distribution supports enough hardve to proceed.

. Build a sleletal/var filesystem (seentreg(8)).

. Merge site-dependent configuration files fréstc  and/usr/lib into the n&v /etc  directory
Note that mayfile formats and contentsyecanged; see section 3.4 of this document.

. Copy or merge files from/usr/adm , /usr/spool , /usr/preserve , lusr/lib , and other
locations intdvar .

. Merge local macros, dictionaries, etc. insr/share

. Merge and update local sofane to reflect the system changes.

. Take df the rest of the morning, yoté earned it!

Section 3.2 lists the files to beved as part of the cowmersion process.Section 3.3 describes the
bootstrap processSection 3.4 discusses the ger of the seed files back into the me system. Section
3.5 gives an overview of the major lig fixes and changes betweenBE® and 4.8SD. Section 3.6 pro-
vides general hints on possible problems tovb&eof when cowverting from 4.8SD to 4.48SD.

3.2. Filesto save
The followving list enumerates the standard set of files you vélhtwo sae and suggests directories

in which site-specific files should be presehhis list will likely be augmented with non-standard files you
have alded to your systemlf you do not hae enough space to create parallel filesystems, you should cre-
ate atar image of the follaing files before the me filesystems are createdhe rest of this subsection
describes where theses filewdanoved and hav they havechanged.

/.cshrc root csh startup script (naes t /root/.cshrc )

/.login root csh login script (mees to /root/.login )

/.profile root sh startup script (mes to /root/.profile )
/.rhosts for trusted machines and users yegto /root/.rhosts )
/etc/disktab in case you changed disk partition sizes

/etc/fstab disk configuration data

/etc/ftpusers for local additions

/etc/gettytab getty database

/etc/group group data base

/etc/hosts for local host information

/etc/hosts.equiv
/etc/hosts.Ipd
/etc/inetd.conf

for local host equilence information
printer access file
I nternet services configuration data

/etc/named* named configuration files
/etc/netstart network initialization
/etc/networks for local netvark information
/etc/passwd user data base
/etc/printcap line printer database

/etc/protocols
letc/rc
letc/rc.local

* ok ke —F K K b F Ok — — F — — — F o — F H — — — —+

in case you added wihocal protocols
for ary local additions
site specific system startup commands

/etc/remote auto-dialer configuration
letc/services for local additions

letc/shells list of valid shells
/etc/syslog.conf system logger configuration
/etc/securettys merged into ttys

[etclttys terminal line configuration data
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[etc/ttytype
/etc/termcap

/lib

/usr/dict/*
/usr/include/*
/usrl/lib/aliases
/usrl/lib/crontab
/usr/lib/crontab.local
{usr/lib/lib*.a
/usr/lib/mail.rc
/usr/lib/sendmail.cf
/usr/lib/tmac/*
[usr/lib/uucp/*
/usr/man/manl
usr/spool/*
/usr/src/local
/sys/conf/[HOST
/sys/conf/files.HOST
/*Iquotas

¥ — —F X —k Kk —k F Ok Ok 4 b o H F
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merged into ttys

for ary local entries that may e been added
for ary locally developed language processors
for local additions to wrds and papers

for local additions

mail forwarding data base (nes t /etc/aliases )

cron daemon data base (mes to /etc/crontab )

I ocal cron daemon data base {eto /etc/crontab.local )

for local libraries

gystem-wide mail(1) initialization (mees to /etc/mail.rc )

sendmail configuration (mes to /etc/sendmail.cf )

for locally developed trof/nroff macros (mwes to /usr/share/tmac/* )

for local uucp configuration files

for manual pages for locally éidoped programs (ms to /usr/local/man )

for current mail, nes, uucp files, etc. (nves to /var/spool )

for source for locally desloped programs

configuration file for your machine (naes to /sys/<arch>/conf )
list of special files in yourdenel (maes to /sys/<arch>/conf )
filesystem quota files (rwes o /*/quotas.user )

T Hles that can be used from BSD without change.
¥ Fles that need local changes ged into 4.8SDfiles.
*Files that require specialork to mege and are discussed in section 3.4.

3.3. Installing 4.4BSD

The net step is to bild a working 4.88SD system. Thigan be done by folleing the steps in sec-
tion 2 of this document forxéracting the root anflisr  filesystems from the distuition tape onto unused
disk partitions. For the SRARC, the root filesystem dump on the tape could alsotvaated directly For
the HP300 and DECstation, thewdisk image can be copied into an unused partition and this partition can
then be dumped to create an image that can be restdhedexact procedure chosen will depend on the
disk configuration and the number of suitable disk partitions that may be lisedilso desirable to run
filesystem checks of all filesystems to bevented to 4.8SD before shutting den. Inary case, this is an
excellent time to reiew your disk configuration for possible tuning of the layoBection 2.5 andonfig(8)

are required reading.

The filesystem in 4BISD has been regenized in an dbrt to meet seeral goals:

1)  Theroot filesystem should be small.

2)  Thereshould be a pearchitecture centrally-shareable read-onlyr  filesystem.

3)  \Variable pemmachine directories should be concentratedvibeldngle mount point namedar .

4)  Site-widemachine independent shareablgt tiles should be separated from architecture specific
binary files and should be concentrated Wwedaingle mount point namefdisr/share

These goals are realized with the faling general layoutsThe reoganized root filesystem has the fol-

lowing directories:

letc (config files)

/bin (user binaries needed when single-user)

/sbin (root binaries needed when single-user)

/local (locally added binaries used only by this machine)
tmp (mount point for memory based filesystem)

/dev (local devices)

/home (mount point for AMD)
Ivar (mount point for pemachine wariable directories)
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usr (mount point for multiuser binaries and files)

The reoganized/usr

filesystem has the foldng directories:

/usr/bin (user binaries)

{usr/contrib (software contrilted to 4.8SD)
/usr/games (binaries for @mes, score files iwar )
/usr/include (standard include files)

[usr/lib (lib*.a from old/ustr/lib )

lusr/libdata
lusr/libexec

(databases from oldisr/lib )
(executables from oldustr/lib )

/usr/local (locally added binaries used site-wide)
/usr/old (deprecated binaries)

/usr/sbin (root binaries)

/usr/share (mount point for site-wide sharedktg
Jusr/src (mount point for sources)

The reoganized/usr/share

lusr/share/calendar

lusr/share/dict
lusr/share/doc

/usr/share/games
/usr/share/groff_font

lusr/share/man

lusr/share/misc

filesystem has the folang directories:

(various useful calendar files)
(dictionaries)

(4.4BSD manual sources)

(games tet files)

(groff font information)

(typeset manual pages)

(dumping ground for randomxefiles)

/usr/share/mk (templates for 4 BSD malefiles)
usr/share/skel (template user home directory files)
/usr/share/tmac (various grof macro packages)

lusr/share/zoneinfo

The reoganized/var

(information on time zones)

filesystem has the folang directories:

/var/account (accounting files, formerljusr/adm )
/var/at (at(1) spooling area)

/var/backups (backups of system files)

/var/crash (crash dumps)

/var/db (system-wide databases, e.g. tags)
/var/games (score files)

/var/log (log files)

/var/mail (users mail)

/var/obj (hierarcly to build /usr/src )
/var/preserve (presere aea for vi)

/var/quotas (directory to store quota files)
/var/run (directory to store *.pid files)
Ivar/rwho (rwho databases)

Ivar/spool/ftp (home directory for angmous ftp)
/var/spool/mqueue (sendmail spooling directory)
Ivar/spool/news (news spooling area)
/var/spool/output (printer spooling area)
/var/spool/uucp (uucp spooling area)

Ivar/tmp (disk-based temporary directory)
/var/users (root of permachine user home directories)

The 4.8SD bootstrap routines pass the identity of the bowstogethrough to thedenel. Thekernel
then uses that giee as its root filesystemrhus, for &ample, if you boot fromidev/sdla , the kernel
will usesdla as its root filesystem. Iflev/sd1lb is configured as a s partition, it will be used as the
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initial swap area, otherwise the normal primaryapvarea/flev/sdOb ) will be used. The 4.8SD boot-
strap is backard compatible with 4BSD, so you can replace your old bootstrap if you use it to boot your
first 4.8BSD kernel. However, the 4.8SD bootstrap cannot access BSD filesystems, so if you plan to
convert your filesystems to 488D, you must install a e bootstrapbefore doing the cowersion. Note
that SIARC users cannotuild a 4.88SD compatible ersion of the bootstrap, so mustt corvert their root
filesystem to the me4.4BSD format.

Once you hee exracted the 4BSD system and booted from it, you will\ieato build a kernel cus-
tomized for your configurationlf you have any local deice drivers, the will have o be incorporated into
the nev kernel. Seeection 4.1.3 andBuilding 4.3BSD UNIX Systems with Config{ SMM:2).

If converting from 4.8SD, your old filesystems should be eerted. Ifyou've nodified the partition
sizes from the original 485D ones, and are not already using theB8@ disk labels, you will hee ©
modify the defult disk partition tables in theeknel. Male the necessary table changes and boot your cus-
tom kernel BEFORE trying to access anof your old filesystems!After doing this, if necessaryhe
remaining filesystems may be e®rted in place by running the 88D version offsdk(8) on each filesys-
tem and allwing it to male the necessary correction§he nev version offsd is more strict about the size
of directories than theevsion supplied with 485D. Thus the first time that it is run on a BSD filesys-
tem, it will produce messages of the form:

DIRECTORY .... LENGTH xx NOT MULTIPLE OF 512 (ADJUSTED)

Length 'xx’’ will be the size of the directory; it will bexpanded to the xé multiple of 512 bytes.The
new fsdk will also set dedult interleaveand npsect(number of plsical sectors per trackplues on older
filesystems, in which these fields were unused spares; this correction will produce messages of the form:

IMPOSSIBLE INTERLEA VE=0 IN SUPERBLOCK (SET TO DEFAULT)*
IMPOSSIBLE NPSECT=0 IN SUPERBLOCK (SET TO DEFAULT)

Filesystems that lva had their interlege and npsect alues set will be diagnosed by the &d as haing
a bad superblock; the olf$d will run only if given an dternate superblockgdk —b32), in which case it
will re-zero these fieldsThe 4.8SD kernel will internally set these fields to their dsfts if fsck has not
done so; agin, the-b32 option may be necessary for running thefet.

In addition, 4.8SD removes ®veaal limits on filesystem sizes that were present iB4C8 The lim-
ited filesystems continue toork in 4.488SD, but should be corerted as soon as it is cgamient by running
fsk with the—c 2 option. Thesequencdsd —p —c 2 will update them all, fix the interlea aad npsect
fields, fix aly incorrect directory lengthsxpand maximum uid and gid’s to 32-bits, place symbolic links
less than 60 bytes into their inode, and fill in directory type fields all at driwe nev filesystem formats
are incompatible with older systemi§.you wish to continue using these filesystems with the older systems
you should mad& anly the compatible changes usifsgk —c 1.

3.4. Menging your files from 4.3SDinto 4.4BSD

When your system is booting reliably and yowéhdhe 4.8SD root and/usr filesystems fully
installed you will be ready to continue with thexhstep in the corersion process, mging your old files
into the n&v system.

If you saved the files on dar tape, &tract them into a scratch directpsgy /usr/convert

# mkdir /usr/conert
# cd /usr/conert
#1tar xp

The data files madd in the preious table with a dagger (1) may be used without change from the
previous system.Those data files maekl with a double dagger (%) V@ g/ntax changes or substantial
enhancements. oYl should start with the 84D version and carefully intrate ag local changes into the
new file. Usually these local changes can be incorporated without conflict into thefilee some

4The defuwlts are to senterleaveto 1 anchpsecto nsect This is correct on most ds; it afects only per
formance (usually virtually unmeasurably).
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exceptions are noted belo The files markd with an asterisk (*) require particular attention and are dis-
cussed belw.

As described in section 3.3, the most immediateljiaus change in 4BSD is the reoganization of
the system filesystemsUsers of certain recentemdor releases t@ sen this general ganization,
although 4.8SD takes the reaanization a bit further The directories most f&icted ardetc , that nav
contains only system configuration filégar , a rew filesystem containing paystem spool and log files;
and/usr/share, that contains most of thextefiles shareable across architectures such as documenta-
tion and macros.System administration programs formerly fetc  are nev found in/sbin and
/usr/sbin . Various programs and data files formerlysr/lib are neov found in/ustr/libexec
and/usr/libdata , respectrely. Administratve files formerly infusr/adm are in/var/account
and, similarly log files are ne in /var/log . The directory/usr/ucb has been mged into
/usr/bin |, and the sources for programs fusr/bin are in/usr/src/usr.bin . Other source
directories parallel the destination directorigsisr/src/etc has been greatly xpanded, and
lusr/src/share is nav. The source for the manual pages, in general, are with the source code for the
applications thg document. Manugbages not closely corresponding to an application program are found
in  /usr/src/share/man . The locations of all man pages is listed in
/usr/src/share/man/man0/man[1-8] . The manual pagéier(7) has been updated and made
more detailed; it is included in the printed documentatidwu should review it to familiarize yourself with
the nev layout.

A new uility, mtreg(8), is pravided to lild and check filesystem hierarchies with the proper con-
tents, evners and permissionsScripts are praded in/etc/mtree (and/usr/src/etc/mtree ) for
the root,/Jusr and/var filesystems. Onca filesystem has been made fear , mtree can be used to
create a directory hierarghhere or you can simply use tar tdract the prototype from the second file of
the distritution tape.

3.4.1. Changedn the /etc directory

The/etc directory nev contains nearly all the host-specific configuration filegte that some file
formats hae canged, and those configuration files containing pathnames are nearfecédaby the
reoganization. Se¢he examples proided infetc  (installed from/usr/src/etc ) as a giide. Thefol-
lowing table lists some of the local configuration files whose locations and/or contenthdraged.

4.3SD and Earlier 4.4BSD Comments

[etc/fstab [etc/fstab new format; see belo
letclinetd.conf /etc/inetd.conf pathnames ofx@cutables changed
[etc/printcap /etc/printcap pathnames changed
letc/syslog.conf letc/syslog.conf pathnames of log files changed
[etclttys letclttys pathnames ofx@cutables changed
letc/passwd /etc/master.passwd new format; see belo
{usr/lib/sendmail.cf /etc/sendmail.cf changed pathnames
Jusr/lib/aliases /etc/aliases may contain changed pathnames
[etc/*.pid Ivar/run/*.pid

New in 4.3BSD-Tahoe 4.8SD Comments

/usr/games/dm.config /etc/dm.conf configuration for gmes (sedm(8))
/etc/zoneinfo/localtime  /etc/localtime timezone configuration
/etc/zoneinfo /usr/share/zoneinfo timezone configuration
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New in 4.4BSD Comments
/etc/aliases.db databaseersion of the aliases file
/etc/amd-home location database of home directories
/etc/amd-vol location database okported filesystems
letc/changelist  /etc/security files to back up
letc/csh.cshre system-wide csh(1) initialization file
/etc/csh.login system-wide csh(1) login file
/etc/csh.logout system-wide csh(1) logout file
/etc/disklabels directory for saing disklabels
letc/exports NFS list of export permissions
letc/ftpwelcome message displayed for ftp users; see ftpd(8)
letc/kerberosIV Kerberos directory; see b&lo
/etc/man.conf lists directories searched byan(1)
/etc/mtree directory for local mtree files; see mtree(8)
letc/netgroup NFS group list used ifetc/exports
letc/pwd.db non-secure hashed user data base file
letc/spwd.db secure hashed user data base file
letc/security daily system security cheek
System security changes require addingersg nev “well-known” groups to/etc/group . The

groups that are needed by the system as digtdbare:

name number purpose

wheel 0 users allaved superuser prilege

daemon 1  processes that need less than wheeilpge

kmem 2 read access teceknel memory

sys 3 access todrnel sources

tty 4 access to terminals

operator 5 read access towedisks

bin 7 group for system binaries

news 8 group for navs

wsrc 9 write access to sources

games 13 access to@mes

staf 20 system stdf

guest 31 system guests

nobody 39 the least prilleged group

utmp 45 access to utmp files

dialer 117 access to remote ports and dialers

Only users in thewheel” group are permitted teu to “root”. Most programs that manage directories in
Ivar/spool now run set-group-id todaemon’ so that users cannot directly access the files in the spool
directories. Thespecial files that accessrkel memory/devikmem and/dev/imem , are made readable
only by group ‘kmem”. Standardsystem programs that require this access are made set-group-id to that
group. Thegroup ‘sys” is intended to control access terkel sources, and other sources belong to group
“wsrc’ Rather than mak user terminals writable by all users, yhare nav placed in group‘tty’’ and
made only group writablePrograms that shouldd@imately hae access to write on user terminals such as
talkd andwrite now run set-group-id totty’’. The “ operator’ group controls access to diskBy default,
disks are readable by groupperator’, so that programs such dampcan access the filesystem informa-
tion without being set-usead to “root”. The shutdowr{8) program is ¥ecutable only by group operator
and is setuid to root so that members of group operator may sttlae system without root access.

The avnership and modes of some directoriegehdnanged. Thet programs ne run set-userd
“root” instead of ‘daemon’. A lso, the uucp directory no longer needs to be publicly writablgipas
reverts to prvileged status to reme its lock files. After copying your ‘ersion of/var/spool , you
should do:
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# chown —-R oot /var/spool/at
# chown -R uucp.daemon /var/spool/uucp
# chmod -R o-w /var/spool/uucp

The format of the cron tablégtc/crontab , has been changed to specify the tidahat should
be used to run a proces$he userid‘hobody” is frequently useful for non-prileged programs.Local
changes are moput in a separate filéetc/crontab.local

Some of the commands preusly in /etc/rc.local have teen meoed to /etc/rc  ; seveal
new functions are ne handled by/etc/rc , /etc/netstart and /etc/rc.local . You should
look closely at the prototypestsion of these files and read the manual pages for the commands contained
in it before trying to meye your local cop Note in particular thafconfig has had manchanges, and that
host names are nofully specified as domain-style names (e.gngogh.CS.Bekdey.EDU) for the benefit
of the name seer.

Some of the commands preusly in /etc/daily have keen meed to /etc/security , and
several nav functions hae been added téetc/security to do nightly security checks on the system.
The scriptetc/daily runs/etc/security each night, and mails the output to the suysar Some
of the checks done bgtc/security are:

 Syntax errors in the passnd and group files.

* Duplicate user and group names and.id’

» Dangerous search paths and umaskes for the superuser
» Dangerous &lues in warious initialization files.

» Dangerous .rhosts files.

» Dangerous directory and filevoership or permissions.

* Globally exported filesystems.

» Dangerouswners or permissions for speciavizs.

In addition, it reports an changes to setuid and setgid files, speciaviogs, or the files in
/etc/changelist since the last run afetc/security . Backup copies of the files areved in

/var/backups . Finally, the system binaries are checksummed and their permissiidated aginst
themtreg(8) specifications iietc/mtree

The C-library and system binaries on the distitn tape are compiled with weversions ofgethost-
bynameandgethostbyaddrthat use the name serynamed8). If you hare anly a small netwrk and are
not connected to a lge netvark, you can use the disttited library routines without grmproblems; thg
use a linear scan of the host talgte/hosts if the name sewer is not running.If you are on the Inter
net or hae a hrge local netwrk, it is recommend that you set up and use the namerséor instructions
on hav to st up the necessary configuration files, referNarhe Serer Operations Guide for BIND’
(SMM:10). Seeral programs rely on the host name returnedghbhostnameto determine the local
domain name.

If you are using the name servyour sendmailconfiguration file will need some updates to accom-
modate it. See the'Sendmail Installation and Operation Guideg8MM:8) and the samplsendmailcon-
figuration files in/usr/src/usr.sbin/sendmail/cf . The aliases fileletc/aliases has also
been changed to add certain well-kimoaddresses.

3.4.2. Shadw passvord files

The passwrd file format adds change ancpéation fields and its location has changed to protect the
encrypted passwds stored thereThe actual passwd file is nov stored in/etc/master.passwd
The hashed dbm passm files do not contain encrypted paests, lut contain the file ééet to the entry
with the passwrd in/etc/master.passwd (that is readable only by root)-hus, thegetpwnan() and
getpwuid() functions will no longer return an encrypted passivstring to non-root callersAn old-style
passwd file is created ietc/passwd by thevipw(8) andpwd_mkdl§8) programs.See alspasswd5).

Several nav users hae dso been added to the group bfell-known” users in/etc/passwd
The current list is:
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name number
root 0
daemon 1
operator 2

bin 3
games 7
uucp 66

nobody 32767

The *daemon’ user is used for daemon processes that do not need nategas. The' operator’ userid

is used as an account for dumpers so that ¢ha log in without heing the root passerd. By placing
them in the ‘operator’ group, thg can get read access to the disk$ie ‘uucp” login has risted long
before 4.8SD, and is noted here just to pride a common uséd. Thepassvord entry ‘nobody” has
been added to specify the user with leastilpge. The* games’ user is a pseudo-user that controls access
to game programs.

After installing your updated pasevd file, you must rurpwd_mkdi§8) to create the passwd
database. Nothatpwd_mkdl8) is run wheneer vipw(8) is run.

3.4.3. Thelvar filesystem

The spooling directories wad on tape may be restored in theireatual resting places without too
much concernBe sure to use the ‘—p’ option tar(1) so that files are recreated with the same file modes.
The folloving commands prade a guide for cogng spool and log files from arxisting system into a
new /var filesystem. Atleast the follaving directories should alreadyist on/var : output , log ,
backups anddb.

SRC=/oldroot/usr
cd $SRC; tar cf - msgs preserve | (cd /var && tar xpf -)

# copy $SRC/spool to /var

cd $SRC/spool

tar cf - at mail rwho | (cd /var && tar xpf -)

tar cf - ftp mqueue news secretmail uucp uucppublic |\
(cd /var/spool && tar xpf -)

# everything else in spool is probably a printer area

mkdir .save

mv at ftp mail mqueue rwho secretmail uucp uucppublic .save
tar cf - * | (cd /var/spool/output && tar xpf -)

mv .save/* .

rmdir .save

cd /var/spool/mqueue

mv syslog.7 /var/log/maillog.7
mv syslog.6 /var/log/maillog.6
mv syslog.5 /var/log/maillog.5
mv syslog.4 /var/log/maillog.4
mv syslog.3 /var/log/maillog.3
mv syslog.2 /var/log/maillog.2
mv syslog.1 /var/log/maillog.1
mv syslog.0 /var/log/maillog.0
mv syslog /var/log/maillog
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# nove $SRC/adm to /var

cd $SRC/adm

tar cf - . | (cd /var/account && tar xpf -)
cd /var/account

rm -f msgbuf

mv messages messages.[0-9] ../log

mv wtmp wtmp.[0-9] ../log

mv lastlog ../log

3.5. Budfixes and changes between 83D and 4.488SD

The major ne facilities available in the 4.8SD release are a nevirtual memory system, the addi-
tion of 1ISO/OSI netwrking support, a e virtual filesystem intedice supporting filesystem stacking, a
freely redistrilutable implementation of NFS, a log-structured filesystem, enhancement of the local filesys-
tems to support files and filesystems that are up to 2°63 bytes in size, enhanced security and system man-
agement support, and the gersion to and addition of the IEEE Std1003:PQSIX”) facilities and mayn
of the IEEE Std1003.2tilities. Inaddition, mag new tilities and additions to the C library are present
as well. The kernel sources a been reaganized to collect all machine-dependent files for each architec-
ture under one directgrgnd most of the machine-independent code g fiee of code conditional on spe-
cific machines.The user structure and process structuxe fimen reoganized to eliminate the statically-
mapped user structure and to mabost of the process resources shareable by multiple procd3szsys-
tem and include files kra been cowerted to be compatible with ANSI C, including function prototypes for
most of the gported functions.There are numerous other changes throughout the system.

3.5.1. Changeso the kernel

This release includes\aal important structuraldenel changesThe kernel uses a meinternal sys-
tem call comention; the use of global‘(f-dot”) variables for parameters and error returns has been elimi-
nated, and interrupted system calls no longer abort using non-loca @otgjjmp’s). A new deep inter
face separates signal handling from scheduling priaetyrning characteristic errors to abort or restart the
current system callThis sleep call also passes a string describing the process state, that is used by the
ps(1) program.The old sleep intesice can be used only for non-interruptible sle€fise sleep intedice
(tsleep can be used at grpriority, but is only interruptible if the PCPCH flag is set.When interrupted,
tsleepreturns EINTR or ERESART.

Many data structures that were pieusly statically allocated are waallocated dynamically These
structures include mount entries, file entries, user open file descriptors, the process entries, the vnode table,
the name cache, and the quota structures.

To protect aginst indiscriminate reading or writing oétnel memoryal writing and most reading
of kernel data structures must be done usingva‘tsysctl” i nterface. Theinformation to be accessed is
described through anxeensible “Management Information Bas€MIB) style name, described as a dotted
set of componentsA new uility, sysct(8), retrieves kernel state and alles processes with appropriate
privilege to set &rnel state.

3.5.2. Security

The lernel runs with four diérent levels of security Any superuser process can raise the security
level, but onlyinit()(8) can laver it. Security leels are defined as folles:

-1 Permanentlynsecure mode —ahys run system in lesl 0 mode.

0 Insecure mode — immutable and append-only flags may be turiedllofievices may be read or
written subject to their permissions.

1 Secure mode - immutable and append-only flags may not be cleared; disks for mounted filesystems,
/dev/imem , and/dev/kmem are read-only

2 Highly secure mode — same as secure mode, plus disksvages atad-only whether mounted or not.
This level precludes tampering with filesystems by unmounting themh, atso inhibits running
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newfs(8) while the system is multi-useBeechflags(1) and the e option tols(1) for information on
setting and displaying the immutable and append-only flags.

Normally, the system runs invel 0 mode while single user and invi# 1 mode while multiuser If
the level 2 mode is desired while running multiusércan be set in the startup scrifgtc/rc using
sysct(1). If it is desired to run the system irvéeO mode while multiuserthe administrator mustuild a
kernel with the ariablesecurelevel in the lernel source filésys/kern/kern_sysctl.c initial-
ized to —-1.

3.5.2.1. \frtual memory changes

The nev virtual memory implementation is deed from the Mach operating systemveeped at
Carngyie-Mellon, and was ported to the BSDeknel at the Uwiersity of Utah. It is based on the 2.0 release
of Mach (with some ibg fixes from the 2.5 and 3.0 releases) and retainy wfdts essential features such
as the separation of the machine dependent and independent layeépsn@pé i'nterface), eficient mem-
ory utilization using cop-on-write and other lazyveluation techniques, and support forgar sparse
address spacedt does not include théexternal paget’interface instead using a prinvié internal pager
interface. TheMach virtual memory system call intade has been replaced with timerhap’-based inter
face described in théBerkeley Software Architecture Manual{see UNIX Programmes’Manual, Supple-
mentary Documents, PSD:5The interfice is similar to the intex€es shipped by we&ral commercial en-
dors such as Sun, USL, and @exr Computer Corp.The intgration of the n& virtual memory is func-
tionally complete, bt still has serious performance problems undevyhegemory load.The internal kr-
nel interbces hee rot yet been completed and the memory pool arftebcache hae ot been meaged.
Some additional ceeats:

. Since the code is based on the 2.0 release of Mags, dnd misfeatures of the BSBrsion should
not be considered short-comings of the current Mach virtual memory system.

. Because of the disjoint virtual memory (page) and I@féo) caches, it is possible to see inconsis-
tencies if using both the mmap and read/write iat&$ on the same file simultaneously

. Swap ace is allocated on-demand rather than up front and no allocation checks are performed so it
is possible to wer-commit memory andventually deadlock.

. The semantics of th&fork(2) system call are slightly dé@rent. Thesynchronization between parent
and child is preseed, lut the memory sharing aspect is nan. practice this has been enough for
backward compatibility but never code should just userk(2).

3.5.2.2. Netwrking additions and changes

The 1SO/OSI Netwrking consists of adenel implementation of transport class 4 (TP-4), connec-
tionless netwrking protocol (CLNP), and 802.3-based linkde support (hardware-compatible with
Ethernet). We dso include support for ISO Connection-Oriented NetwService, X.25, TP-0The ses-
sion and presentation layers arevided outside thedenel using the ISO elopment Ermironment by
Marshall Rose, that isvailable via anogmous FTP (bt is not included on the disttibion tape).Included
in this development emironment are file transfer and managemen®gf), virtual terminals (VT), a direc-
tory services implementation (X.500), and miscellaneous other utilities.

Kernel support for the ISO OSI protocols is enabled with the ISO option inethelkconfiguration
file. Theiso(4) manual page describes the protocols and addressing; se#nalg), tp(4) andcltp(4).
The OSI equialent to ARP is ESIS (End System to Intermediate System Routing Protocol); running this
protocol is mandatonjhoweve one can manually add translations for machines that do not participate by
use of theoute(8) command.Additional information is preided in the manual page describegjg4).

The commandoute(8) has a n& syntax and seeral nev capabilities: it can install routes with a
specified destination and mask, and can change route characteristics such as hop cetisiz@aakd
window size.

Several important enhancementsvieaeen added to the TCP/IP protocols including TCP header pre-
diction and serial line IP (SLIP) with header compressidine routing implementation has been

5 Ethernet is a trademark of the Xerox Corporation.
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completely revritten to use a hierarchical routing tree with a mask per route to support the arbitelry le
of routing found in the ISO protocolsThe routing table also stores and caches route characteristics to
speed the adaptation of the throughput and congestiitiaace algorithms.

The format of thesodaddr structure (the structure used to describe a genericoneddress with
an addressaimily and &mily-specific data) has changed fromvioes releases, asVate addressamily-
specific \ersions of this structureThe sa_familyfamily field has been split into a lengtdg_len , and a
family, sa_family . System calls that pass sokaddr structure into the drnel (e.g. sendtq) and
connecf)) have a gparate parameter that specifiesshéaddr length, and thus it is not necessary to fill in
the sa_lenfield for those system callsSystem calls that passsadkaddr structure back from theeknel
(e.g. recvfrom() andaccepf)) receve a ompletely filled-insokaddr structure, thus the length field is
valid. Becausehis would not work for old binaries, the melibrary uses a diérent system call numhber
Thus, most netarking programs compiled under 82D are incompatible with older systems.

Although this change is mostly source and binary compatible with old programs, there are three
exceptions. Programswith statically initialized sokaddr structures (usually the Internet form, a
sodkaddr_in) are not compatible Generally such programs should be changed to fill in the structure at run
time, as C allews no vay to initialize a structure without assuming the order and number of fiklds,
programs with use structures to describe a otywaclet format that contain embeddeddkaddr struc-
tures also require change; a definition ofoan&addr structure is praided for this purposeFinally, pro-
grams that use tlOCGIFCONFoctl to get a complete list of interde addresses need to checksthden
field when iterating through the array of addresses returned, as not all the structures revertnedsaane
length (this ariance in length is nearly guaranteed by the presence of link-layer address structures).

3.5.2.3. Additionsand changes to filesystems

The 4.8SD distribution contains most of the intades specified in the IEEE Std1003.1 system-inter
face standardFilesystem additions include IEEE Std1003.1 FIFOs, byte-range file locking, \seadusar
and group identifiers.

A new \rtual filesystem integice has been added to therrel to support multiple filesystemin
comparison with other inteates, the Berdey interface has been structured for morgciefnt support of
filesystems that maintain state (such as the local filesystEng)interbice has beernxeended with support
for stackable filesystems done at UCLAhese gtensions aller for filesystems to be layered on top of
each other and allo new wnode operations to be added without requiring changesigting filesystem
implementations. & example, the umap filesystem (smeunt_uma(B)) is used to mount a sub-tree of an
existing filesystem that uses afdifent set of uids and gids than the local syst&umch a filesystem could
be mounted from a remote site via NFS or it could be a filesystem onadmmedia brought from some
foreign location that uses a fdifent passward file.

Other nev filesystems that may be stackinclude the loopback filesystenount_lof¢8), the lernel
filesystemmount_lernfy8), and the portal filesystemount_porta(8).

The huffer cache in thedenel is nav organized as a file block cache rather than\daeblock cache.
As a consequence, cached blocks from a file and from the corresponding biicekvabelld no longer be
kept consistent.The block deice thus has little remainingalue. Threechanges hae been made for these
reasons:

1) blockdevices may not be opened while yn&e mounted, and may not be mounted while open, so
that the tve versions of cached file blocks cannot be created,

2) filesystenthecks of the root mouse the rev device to access the root filesystem, and

3) theroot filesystem is initially mounted read-only so that nothing can be written back to disk during or
after change to thewafilesystem bysd.

The root filesystem may be made writable while in single-user mode with the command:
mount —uw /

The mount command has an option to update the flags on a mounted filesystem, including the ability to
upgrade a filesystem from read-only to read-write evrdade it from read-write to read-only
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In addition to the localfast filesysteny we have alded an implementation of the neti filesys-
tem (NFS) that fully interoperates with the NFS shipped by Sun and its licergssmise our NFS imple-
mentation vas implemented by Rick Macklem of the Wabity of Guelph using only the publiclyail-
able NFS specification, it does not require a license from Sun to use in source or binafyfatefault it
runs aver UDP to be compatible with Sumimplementation. Haever, it can be configured on a perount
basis to runwer TCR Using TCP allevs it to be used quickly andfiefently through gtevays and wer
long-haul netwrks. Usingan etended protocol, it supports Leases tovaleolimited callback mechanism
that greatly reduces the netxk trafic necessary to maintain cache consistdmetween the seer and its
clients. Itsuse will be &miliar to users of other implementations of NFse the manual page®uni{8),
mountd8), fstal(5), exports(5), netgoup(5), nfsd8), nfsiod8), andnfssvg8). andthe document'The
4.4BSD NFS Implementation(SMM:6) for further information. The format of/etc/fstab has
changed from praousBSD releases to a blank-separated format taradiolons in pathnames.

A new local filesystem, the log-structured filesystem (LFS), has been added to the dygiemn.
vides near disk-speed output ardtfcrash rea@ry. This work is based, in part, on the LFS filesystem
created for the Sprite operating system at Bleyk While the lernel implementation is almost complete,
only some of the utilities to support the filesysteraehbeen written, so we do not recommend it for pro-
duction use.Seenewlfs(8), mount_If¢8) andlfs_cleaned(8) for more information.For a in-depth descrip-
tion of the implementation and performance characteristics of log-structured filesystems in general, and this
one in particulgrsee Dr Margo Seltzeis doctoral thesis, ailable from the Uniersity of California Com-
puter Science Department.

We havealso added a memory-based filesystem that runs in pageable mdlowaing laige tempo-
rary filesystems without requiring dedicatedgibal memory

The local “fast filesystenthas been enhanced to do clustering thatvalltaige pieces of files to be
allocated contiguously resulting in near doubling of filesystem throughihg. filesystem inteafce has
been gtended to alley files and filesystems to gwoto 263 bytes in size.The quota system has been
rewritten to support both user and group quotas (simultaneously if des@ed)a &piration is based on
time rather than the primus metric of number of loginsser quota. Thischange mads quotas more useful
on fileserers onto which users seldom login.

The system security has been greatly enhanced by the addition of additional file flags that permit a
file to be markd as immutable or append anf@nce set, these flags can only be cleared by the-sgper
when the system is running in insecure mode (normatigle-user). Inaddition to the immutable and
append-only flags, the filesystem supports\a ugersettable flag'hodump’. (File flags are set using the
chflags(1) utility.) Whenset on a filedump(8) will omit the file from incremental backupsatlretain them
on full backups.See the‘h’’ flag todump(8) for details on he to change this defult. The* nodump’
flag is usually set on core dumps, system crash dumps, and object files generated by the dotgiler
that the flag is not presesa when files are copied so that installing an object file will cause it to be pre-
sened.

The filesystem format used in 84D has seeral additions. Directory entries hae an additional
field, d_type , that identifies the type of the entry (normally found in shemode field of thestat
structure). Thigield is particularly useful for identifying directories without the need tostes€?).

Short (less than sixty byte) symbolic links arevrsbored in the inode itself rather than in a separate
data block. This saes dsk space and mak access of symbolic linkagter Short symbolic links are not
given a gecial type, so a usésvel application is unware of their special treatmentnlike pre-4.88SD
systems, symbolic links do notyeaa owner, group, access mode, times, etnstead, these attuibes are
taken from the directory that contains the linkhe only attrilutes returned from dstat(2) that refer to the
symbolic link itself are the file type (S_IFLNK), size, blocks, and link countaged 1).

An implementation of an auto-mounter daemamd, was contrilited by Jan-Simon Pendry of the
Imperial Collge of Science, dchnology & Medicine.See the documentA'MD — The 4.4BSD Auto-
mounter’ (SMM:13) for further information.

The directory/dev/fd  contains special file8 through63 that, when opened, duplicate the corre-
sponding file descriptorThe nameddev/stdin  , /dev/stdout and /dev/stderr refer to file
descriptors 0, 1 and Seefd(4) andmount_fdes(8) for more information.
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3.5.2.4. POSIXterminal dri ver changes

The 4.8SD system uses the IEEE P1003.1 (POSIX.1) terminal aterfather than the ptieus
BSD terminal interbce. Theerminal driver is dmilar to the System V terminal der with the addition of
the necessaryx&nsions to get the functionality preusly available in the 4.8SD terminal drver. Both
the oldioctl calls and old options tstty(1) are emulatedThis emulation is xpected to be uwailable in
mary vendors releases, so e@rsion to the n& interface is encouraged.

4.4BSD also adds the IEEE Std1003.1 job control irsteef that is similar to the 483D job control
interface, lit adds a security model thaasvmissing in the 4B%D job control implementationA new
system callsetsid), creates a job-control session consisting of a single process group with one member
the callerthat becomes a session lead®nly a session leader may acquire a controlling termimals is
done eplicitly via aTIOCSCTTY ioctl() call, not implicitly by aropen() call. The call &ils if the terminal
is in use.Programs that allocate controlling terminals (or pseudo-terminals) require changek to this
ervironment. Theversions ofxterm provided in the X11RS5 release includes the necessary chahiges.
library routines areilable for allocating and initializing pseudo-terminals and other terminals as control-
ling terminal; see /usr/src/lib/libutil/pty.c and  /usr/src/lib/libu-
til/login_tty.c

The POSIX job control model formalizes the \po&is cowentions used in setting up a process
group. Unfortunatelythis requires that changes be made in a defined order and with some synchronization
that were not necessary in the pastder job control shells (csh, ksh) will generally not operate correctly
with the n&v system.

Most of the other &rnel interces hae been changed to correspond with the POSIX.1 iatexf
although that wrk is not complete See the releant manual pages and the IEEE POSIX standard.

3.5.2.5. Natve gperating system compatibility

Both the HP300 and 8IRC ports feature the ability to run binariaslbfor the natve gerating sys-
tem (HP-UX or SunOS) by emulating their system callgsilding an HP300 &rnel with the HPUXCOM-
PAT and COMRAT_OHPUX options or a $RC kernel with the COMRT_SUNOS option will enable
this feature (on by dafilt in the genericéenel praided in the root filesystem imageyhough this natie
operating system compatibilityas prewided by the declopers as needed for their purposes and is by no
means complete, it is complete enough to rweraé non-trvial applications including those that require
HP-UX or SunOS shared librariefor example, the gndor supplied X11 seev and windwing erviron-
ment can be used on both the HP300 arARER

It is important to remember that merely gomg over a rative binary and gecuting it (or executing it
directly across NFS) does not imply that it will ruAll but the most tiial of applications are Iy to
require access to auxiliary files that do neiseunder 4.BSD (e.g. /etc/ld.so.cache ) or havea
slightly different format (e.g./etc/passwd ). However, by using system call tracing and through cre-
ative wise of symlinks, manproblems can be traekl devn and corrected.

The DECstation port also has code forTRIX emulation (lernel option UTRIXCOMPAT, not
compiled into the genericeknel) lut it was used primarily for initially bootstrapping the port and has not
been used sincedence, some wrk may be required to makt generally useful.

3.5.3. Changeso the utilities

We havebeen tracking the IEEE Std1003.2 shell and utiligrikvand hae included prototypes of
mary of the proposed utilities based on draft 12 of the POSIX.2 Shell and Utilities docuBerduse
most of the traditional utilities la been replaced with implementations conformant to the POSIX stan-
dards, you should realize that the utility safter may not be as stable, reliable or well documented as in
traditional Berleley releases. Iparticular amost the entire manual suite has beemriteen to reflect the
POSIX defined intedces, and in some instances it does not correctly reflect the current state of the soft-
ware. Itis also vorth noting that, in neriting this software, we hee generally been rgarded with signifi-
cant performance impvements. Mosbf the libraries and header filesvkareen cowmerted to be compliant
with ANSI C. The shipped compiler (gcc) is a superset of ANSI&,dopports traditional C as a com-
mand-line option.The system libraries and utilities all compile with either ANSI or traditional C.
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3.5.3.1. Male and Makefiles

This release uses a completelyvneersion of themale program desied from thepmale program
developed by the Sprite project at Betky. It supports &isting malefiles, although certain incorrect neak
files may &il. The makefiles for the 4.BSD sources mak extensive wse of the ne facilities, especially
conditionals and file inclusion, and are thus completely incompatible with otdlsions ofmale (but
nearly all the madfiles are ne trivial!). The standard include files fanale are in/usr/share/mk
There is @sd.READMEfile in /usr/src/share/mk

Another global change supported by thevrmeale is designed to alle multiple architectures to
share a copof the sourceslf a subdirectory nameobj is present in the current directpnyale descends
into that directory and creates all object and other files th&eeuse this by bilding a directory hierargh
in /var/obj that paralleldusr/src . We then create thebj subdirectories irfusr/src as sym-
bolic links to the corresponding directoriesviar/obj . (This step is automated’lhe commandmake
obj” in/usr/src builds both the local symlink and the shaddirectory, using/usr/obj , that may be
a yymbolic link, as the root of the shatldree. Theuse of/usr/obj is for historic reasons onlgnd the
system ma& mnfiguration files infusr/share/mk can trivially be modified to usévar/obj instead.)
We haveone/var/obj hierarcly on the local system, and another on each system that shares the source
filesystem. All the sources in/usr/src except for /usr/src/contrib and portions of
Jusr/src/old have been cowmerted to use the memake and obj subdirectories; this change ails
compilation for multiple architectures from the same source tree (that may be mounted read-only).

3.5.3.2. Kerberos

The Kerberos authentication senvfrom MIT (version 4) is included in this releas8eekerberos(1)
for a general, if MITspecific, introduction.If it is configured,login(1), passwdl), rlogin(1) andrsh(1)
will all begin to use it automaticallyThe file/etc/kerberosIV/README describes the configuration.
Each system needs the fitc/kerberoslV/krb.conf to set its realm and local serg, and a pri-
vate key gored in/etc/kerberosIV/srvtab (seeext_srvtal(8)). TheKerberos serer should be set
up on a single, pfsically secure, seer machine.Users and hosts may be added to theesetatabase
manually withkdb_edit{8), or users on authorized hosts can add theesealnd a Krberos passwd after
verification of their *local” (passwd-file) passwd using theegister(1) program.

Note that by defult the passard-changing programpasswdl) changes the é&beros passwd, that
must &ist. The-l option topasswdl) changes thelocal’ passvord if one &ists.

Note that ¥rsion 5 of Kerberos will be released soorersion 4 should probably be replaced at that
time.

3.5.3.3. Tmezone support

The timezone corersion code in the C library uses data files installedsn/share/zoneinfo
to corvert from “GMT’’ to various timezonesThe data file for the dafilt timezone for the system should
be copied tdetc/localtime . Other timezones can be selected by setting the TEoemment \ari-
able.

The data files initially installed ifusr/share/zoneinfo include corrections for leap seconds
since the bginning of 1970.Thus, thg assume that theeknel will increment the time at a constant rate
during a leap second; that is, time jusefs on ticking.The cowersion routines will then name a leap sec-
ond 23:59:60.For purists, this dectively means that thedtnel maintains Al (International Atomic Tme)
rather than UTC (Coordinated Weisal Time, aka GMT).

For systems that run current NTP (Netwk Time Protocol) implementations or that wish to conform
to the letter of the POSIX.1ua it is possible to rebild the timezone data files so that leap seconds are not
counted. (NTRauses the time to jumpe a leap second, and POSIXegdtively requires the clock to be
reset by hand when a leap second occlirghis mode, thedrnel efectively runs UTC rather thanAll.)

The data files without leap second information are constructed from the source directory
Jusr/src/share/zoneinfo . Change the ariable REDO in Maéfile from ‘right’’ to “posix”, and
then do
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malke doj  (if necessary)

malke
malke install
You will then need to copthe correct defult zone file tdetc/localtime , & the old one wuld
still have wsed leap seconds, and because theefiilakinstalls a deifult /etc/localtime each time

“male install” i s done.

It is possible to install both sets of timezone data fil@his results in subdirectories
/usr/share/zoneinfo/right and /usr/share/zoneinfo/posix . Each contain a complete
set of zone filesSee/usr/src/share/zoneinfo/Makefile for details.

3.5.3.4. Additionsand changes to the libraries

Notable additions to the libraries include functions twerse a filesystem hierarghdatabase inter
faces to btree and hashing functions, @, rfaster implementation of stdio and a radix andgaesort func-
tions.

The fts(3) functions will do either pfsical or logical traersal of a file hierarchas well as handle
essentially infinite depth filesystems and filesystems witles. Allthe utilities in 4.8SD which traverse
file hierarchies hae been comerted to usdts(3). Thecorversion has alays resulted in a significant per
formance gin, often of four or fig to one in system time.

The dboper(3) functions are intended to be anfily of database access metho@urrently they
consist ofhash(3), an atensible, dynamic hashing schent#tee(3), a sorted, balanced tree structure
(B+trees), andrecno(3), a flat-file interdce for fixed or \ariable length records referenced by logical record
number Each of the access methods stores associagdata pairs and uses the same record oriented
interface for access.

The gsort(3) function has beenwgitten for additional performancdn addition, three ne types of
sorting functions,heapsor{3), megesort(3) and radixsort(3) have been added to the systenThe
memgesort function is optimized for data with predsting ordey in which case it usually significantly out-
performsqgsort. The radixsort(3) functions are ariants of most-significant-byte radix sortinihey take
time linear to the number of bytes to be sorted, usually significantly outperfogsdngon data that can
be sorted in thisashion. Animplementation of the POSIX 1003.2 standsodt(1), based omadixsort, is
included infusr/src/contrib/sort

Some additional comments about theB4B C library:
. The floating point support in the C library has been replaced andiaccarate.

. The C functions specified by both ANSI C, POSIX 1003.1 and 1003.2 arearbof the C library
This includes support for file name matching, shell globbing and both basicamdled rgular
expressions.

. ANSI C multibyte and wide character support has beegretted. Therune functionality from the
Bell Labs’ Plan 9 system is prioled as well.

. The termcaf3) functions hae been generalized and replaced with a general purposeatderf
namedgetcap(3).

. The stdio(3) routines hee keen replaced, and are usually muaktér In addition, thefunoper{3)
interface permits applications to pide their avn I/O stream function support.

The curseq3) library has been lgely ravritten. Importantadditional features include support for
scrolling andermioq3).

An application front-end editing librargamed libedit, has been added to the system.

A superset implementation of the SunO&mel memory intedice library libkvm, has been inte-
grated into the system.
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3.5.3.5. Additionsand changes to other utilities

There are mannew uilities, offering maty new apabilities, in 4.8SD. Skimming through the sec-
tion 1 and section 8 manual pages is sure to be uséhd. additions to the utility suite include greatly
enhanced ersions of programs that display system status information, implementatioasiaefsvtradi-
tional tools described in the IEEE Std1003.2 standand,toels not preious available on Berleley UNIX
systems, and magnothers. Also,with only a \ery fev exceptions, all the utilities from 48%D that
included proprietary source codevhaleen replaced, and their 89D counterparts are freely redis-
tributable. Normallythis replacement resulted in significant performance imgonents and the increase
of the limits imposed on data by the utility as well.

A summary of specific additions and changes are asisilo

amd

ar

awk
bdes
calendar
cap_mkdb
cc
chflags
chfn
chpass
chsh
cksum
column
cp

csh

date

dd
dev_mkdb
dm

find

fstat

ftpd
hexdump
id

inetd

jot
kdump
ktrace
kvm_mkdb
lam

lex
locate
logname
mail.local
make
man
mkdep
mkfifo
mtree
nfsstat
nvi

pax

An auto-mounter implementation.

Replacement of the historic arediformat with a ne/ one.
Replaced by awk; see /usr/src/oldvgk for the historic ersion.
Utility implementing DES modes of operation described in FIPS PUB 81.
Addition of an inter&ce for system calendars.

Utility for building hashed ersions of termcap style databases.
Replacement of pcc with gcc suite.

A utility for setting the pefile user and system flags.

An editor based replacement for changing user information.
An editor based replacement for changing user information.
An editor based replacement for changing user information.
The POSIX 1003.2 checksum utility; compatible with sum.

A columnar tet formatting utility

POSIX 1003.2 compatible, able to gogpecial files.

Freely redistribtable and 8-bit clean.

User specified formats added.

New EBCDIC corversion tables, major performance impements.
Hashed intedce to deices.

Dungeon master

Several nev options and primaries, major performance inygroents.
Utility displaying information on files open on the system.
Connection logging added.

A binary dump utility superseding od.

The POSIX 1003.2 user identification utility

Tcpmux added.

A text formatting utility

A system-call tracingdcility.

A system-call tracingdcility.

Hashed intedce to the &rnel name list.

A text formatting utility

A new; freely redistrilntable, significantlydster ersion.

A database of the system files, by name, constructed weekly
The POSIX 1003.2 user identification utility

New local mail delery agent, replacing mail.

Replaced with a mg more paverful male, supporting include files.
Added support for man page location configuration.

A new uility for generating ma& dependeng lists.

The POSIX 1003.2 FIFO creation utility

A new uility for mapping file hierarchies to a file.

An NFS statistics utility

A freely redistrilbitable replacement for the/ei editors.

The POSIX 1003.2 replacement for cpio and tar
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printf The POSIX 1003.2 replacement for echo.

roff Replaced by gréf see /usr/src/old/rbfor the historic ersions.
rs New utility for text formatting.

shar An archie tuilding utility.

sysctl MIB-style interface to system state.

tcopy Fast tape-to-tape cgjng and \erification.

touch Time and file reference specifications.

tput The POSIX 1003.2 terminal display utility

tr Addition of character classes.

uname The POSIX 1003.2 system identification utility

Vis A filter for corverting and displaying non-printable characters.
xargs The POSIX 1003.2 gument list constructor utility

yacc A new, freely redistrilntable, significantlydster ersion.

The nev versions ofex(1) (“flex”’) andyacq1) (“zoo™) should be installed early on if attempting to
cross-compile 4BSD on another systemNote that the ng lex program is not completely backwd com-
patible with historic ersions ofex, dthough it is beliged that all documented features are supported.

Thefind utility has two new gptions that are important to bevae of if you intend to use NFSThe
“ fstype’ and “prune” options can be used together toverg find from crossing NFS mount pointSee
/etc/daily for an ekample of their use.

3.6. Hintson corverting fr om 4.38SDto 4.4BSD

This section summarizes changes betweeBSb3and 4.8SD that are likely to cause diiculty in
doing the cowersion. Itdoes not include changes in the natiy see section 5 for information on setting
up the netwrk.

Since the stat st_size field ism64-bits instead of 32, doing somethingelik
foo(st.st_size);

and then (improperly) defining foo with dmt’’ or ““long’” parameter:

foo(size)

int size;
{
}

will fail miserably (well, it might wrk on a little endian machine)his problem sheoed up inemacgl)
as well as seral other programsA related problem is improperly casting (@ilihg to cast) the second
argument tdseek2), truncatg2), orftruncatg2) ala:

Iseek(fd, (long)off, 0);
or
Iseek(fd, 0, 0);

The best solution is to includainistd.h>  which has prototypes that catch these types of errors.
Determining the‘hamelen’ parameter for @onnect2) call on a unix domain soekshould use the
“ SUN_LEN" macro from<sys/un.h> . One old vay that vas used:
addrlen = strlen(unaddr.sun_path) + sizeof(unaddr.sun_family);

no longer veorks as there is an additiorsgin_len field.

The kernels limit on the number of open files has been increased from 20 b i8410n possible to
change this limit almost arbitrarilyThe standard 1/O library autoconfigures to tleenlel limit. Note that
file (*_iob”) entries may be allocated lmyalloc from fopen this allocation has been ko to cause prob-
lems with programs that use thewm memory allocatorsMemory allocation does not occur until after 20

July 27, 1993



SMM:1-40 Installingand Operating 4BSD UNIX

files hare been opened by the standard 1/O library

Selectcan be used with more than 32 descriptors by using arragssdbr the bit fields rather than
singleints. Programshat usedyetdtablesizeas their first agument toselectwill no longer work correctly
Usually the program can be modified to correctly specify the number of bitsiim.aAlternatvely the
program can be modified to use an arraint§. Thereare a set of macrowailable in <sys/types.h>
to simplify this. Seeselec(2).

Old core files will not be intelligible by the current dglgers because of numerous changes to the
user structure and because tleenlel stack has been emjad. Thea.outheader that as in the user struc-
ture is no longer presentocally-written deliggers that try to check the magic number will need to be
changed.

Files may not be deleted from directoriesihg the ‘sticky” (ISVTX) bit set in their modesxeept
by the avner of the file or of the directgrgr by the superuserThis is primarily to protect users’ files in
publicly-writable directories such @ np and/var/tmp . All publicly-writable directories should ke
their “sticky”’ bits set with ‘chmod +t”

The folloving two sections contain additional notes about changes BSh4hat afect the installa-
tion of local files; be sure to read them as well.

4. Systemsetup

This section describes procedures used to set uBa@I4NIX system. These procedures are used
when a system is first installed or when the system configuration chaPgesdures for normal system
operation are described in thexhsection.

4.1. Kernel configuration

This section briefly describes the layout of tieenel code and hofiles for deices are madeFor a
full discussion of configuring andulidding system images, consult the docum&ilding 4.3BSD UNIX
Systems with Config{ SMM:2).

4.1.1. Kernel organization

As distributed, the krnel source is in a separate tar imagbe source may be psically located
arywhere within ag filesystem so long as a symbolic link to the location is created for thisyfie
(mary files in/usr/include are normally symbolic links relag o /sys ). In further discussions of
the system source all path names will beagielative o /sys .

The lernel is made up of geral laige generic parts:

sys mairkernel header files
kern kernel functions braén davn as follavs
init systemstartup, syscall dispatching, entry points
kern schedulingdescriptor handling and generic I/O
sys procesmanagement, signals
tty terminalhandling and job control
vfs filesystemmanagement
uipc interprocessommunication (Soeks)
subr miscellaneousupport routines
vm virtualmemory management
ufs localfilesystems bro&n davn as follavs
ufs commoriocal filesystem routines
ffs fast filesystem
Ifs log-basedilesystem
mfs memorybased filesystem
nfs Sun-compatibleetwork filesystem
miscfs miscellaneoudesystems brogn davn as follavs

deadfs whereejected vnodes go to die
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fdesc acces® perprocess file descriptors
fifofs IEEE Std1003.1 FIFOs
kernfs filesystemaccess toérnel data structures

lofs loopbackilesystem
nullfs anothettoopback filesystem
portal associatprocesses with filesystem locations

specfs deice special files
umapfs  preide alternate uid/gid mappings
dev generic deice drivers (SCSI, vnode, concatenated disk)

The netvarking code is aganized by protocol

net routingand generic inteafce drvers

netinet  Interneprotocols (TCPUDR, IP, dc)

netiso ISOprotocols (TP-4, CLNFCLTP, dc)

netns Xeroxetwork systems protocols (IDBPR etc)

netx25  CCITTX.25 protocols (X.25 &cket Level, HDLC/LAPB)

A separate subdirectory is pfided for each machine architecture

hp300 HP9000/300 series of Motorola 68000-based machines
hp codecommon to both HP 68k and (norigtent) A-RISC ports
i386 Intel386/486-based PC machines

luna68k Omror68000-based wrkstations
nens3400  Sow News MIPS-based wrkstations

pmax Digital3100/5000 MIPS-basedoskstations
sparc SurMicrosystems SERCstation 1, 1+, and 2
tahoe (deprecate@)Cl Paver 6-series machines
vax (deprecated) Digital X machines

Each machine directory is subied by function; for @ample the hp300 directory contains

include  eported machine-dependent header files
hp300 machine-dependeupport code and pate header files

dev device drivers
conf configuratiorfiles
stand machine-dependestandalone code

Other lernel related directories

compile  aredo compile lernels
conf machine-independeobnfiguration files
stand machine-independestandalone code

4.1.2. Deices and deice drivers

Devices supported by UNIX are implemented in thernlel by diwvers whose source iset in
/sys/<architecture>/dev . These dners are loaded into the system when included in a cpu spe-
cific configuration file kpt in the conf directoryDevices are accessed through special files in the filesys-
tem, made by thenknod8) program and normallyept in the/dev directory For all the dgices sup-
ported by the distrilttion system, the files ildev are created by thiedev/MAKEDEYV shell script.

Determine the set of diees that you hae axd create a mwe /dev directory by running the
MAKEDEV script. First create a me directory /newdev , copy MAKEDEYV into it, edit the file
MAKEDEV.local to praide an entry for local needs, and run it to generateewdev directory For
instance,
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#cd/

# mkdir nevdey

# cp des/MAKEDEV nevde//MAKEDEV
# cd nevdes

#MAKEDEYV sd0 ptO std LOCAL

Note the “std” argument causes standardvibes such agdev/console |, the machine console, to be
created.

You can then do

#ed/
# mv de oddev ; mv newdev dev
#sync

to install the ne device directory

4.1.3. Buildingnew system images

The lernel configuration of each UNIX system is described by a single configuration file, stored in
the /sys/<architecture>/conf directory To learn about the format of this file and the procedure
used to hild system images, start by readirguilding 4.3BSD UNIX Systems with Config(SMM:2),
look at the manual pages in section 4 of the UNIX manual for tieeteyou hae, and look at the sample
configuration files in thésys/<architecture>/conf directory

The configured system imageiunix should be copied to the root, and then booted to try it lbut.
is best to name Ihewvmunix so as not to destyadhe working system until you are sure it doesriu

# cp vmunix /n&vmunix
#sync

It is also a good idea teekp the préous system around under some other naimegarticular we recom-
mend that you s& the generic distrilstion version of the system permanently/gsnvmunix for use in
emegencies. @ boot the na version of the system you should fallthe bootstrap procedures outlined in
section 6.1. After having booted and tested thewaystem, it should be installed @asmunix before
going into multiuser operationA systematic scheme for numbering andisg old \ersions of the system
may be useful.

4.2. Configuringterminals

If UNIX is to support simultaneous access from directly-connected terminals other than the console,
the file/etc/ttys (seettys(5)) must be edited.

To add a nev terminal deice, be sure the gie is configured into the system and that the special
files for the deice hare been made by/dev/MAKEDEV. Then, enable the appropriate lines of
[etclttys by setting the'status’ field toon (or add ne lines). Notethat lines in/etc/ttys are
one-forone with entries in the file of current users (fe&&/run/utmp ), and therefore it is best to
malke changes while running in single-user mode and to add all the entries fordeviee at once.

Each line in théetc/ttys file is brolen into four tab separated fields (comments aresshy a
‘# character andxend to the end of the linefzor each terminal line the four fields are: thevide (with-
out a leadingdev ), the progranisbin/init should startup to service the line (@neif the line is to
be left alone), the terminal type (found/irsr/share/misc/termcap ), and optional status informa-
tion describing if the terminal is enabled or not and if itsiscure’ (i.e. the super user should be aiédl to
login on the line).If the console is madd as ‘insecure’, then the root passwd is required to bring the
machine up single-userAll fields are character strings with entries requiring embedded white space
enclosed in double quote$hus a nevlly added terminaldev/tty0O0 could be added as

tty0O "/usr/libexec/getty std.9600" vt100 onsecure #nike’s dfice

The std.9600 parameter pided to/usr/libexec/getty is used in searching the filetc/get-
tytab ; it specifies a terminad’ characteristics (such as baud rat&). make austom terminal types, consult
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gettytab(5) before modifyingetc/gettytab

Dialup terminals should be wired so that carrier is asserted only when the phone line is dialed up.
For non-dialup terminals, from which modem control is nedilable, you must wire back the signals so
that the carrier appears tavays be presentfor further details, find your terminal der in sction 4 of the
manual.

For network terminals (i.e. pseudo terminals), no program should be started up on theThess.
the normal entry ifetc/ttys would look like

ttypO none network

(Note, the fourth field is not needed here.)

When the system is running multi-usdt terminals that are listed ifetc/ttys ason have teir
line enabled.If, during normal operations, you wish to disable a terminal line, you can edit the file
[etclttys to change the terminal’datus tooff and then send a hangup signal to itlie process, by
doing
#kill -s HUP 1

Terminals can similarly be enabled by changing the status fielddfbio on and sending a hangup signal
toinit.

Note that if a special file is inaccessible wiih tries to create a process foriitit will log a mes-
sage to the system error logging process ¢sépd(8)) and try to reopen the terminaleey minute,
reprinting the varning messagevery 10 minutes.Messages of this sort are normally printed on the con-
sole, though other actions may occur depending on the configuration information foletdsys-
log.conf

Finally note that you should change the names pfdalup terminals to ttydavhere ? is in [0-9a-
zA-Z], as some programs use this property of the names to determine if a terminal is aSfi@lupom-
mands to do this should be put in tlev/MAKEDEV.local  script.

While it is possible to use truly arbitrary strings for terminal names, the accounting and noticeably
the ps(1) command mak good use of the coention that tty names (by dailt, and also after dialups are
named as suggested &Bpare distinct in the last 2 characterS@hange this and you may be sorry lassr
the heuristigps(1) uses based on these wantions will then break den andps will run MUCH slower.

4.3. Addingusers

The procedure for adding aweser is described iadduse(8). You should add accounts for the ini-
tial user communitygiving each a directory and a passd; and putting users who will wish to share soft-
ware in the same groups.

Several guest accounts ¥a keen preided on the distrilition system; these accounts are for people
at Berleley, Bell Laboratories, and others whoveatbne major wrk on UNIX in the past.You can delete
these accounts, or keathem on the system if yogect that these peopleowld hare accasion to login as
guests on your system.

4.4. Sitetailoring

All programs that require the sisehame, or some similar characteristic, obtain the information
through system calls or from files locatedetc . Aside from parts of the system related to the ostw
to tailor the system to your site you must simply select a site name, then edit the file

/etc/netstart
The first lines inetc/netstart use a ariable to set the hostname,

hostnamemysitename
/bin/hostname $hostname

to define the alue returned by thgehostnamé2) system call.If you are running the name servyour
site name should be your fully qualified domain narReograms such agdty(8), mail(1), wall(1), and
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uucp(1) use this system call so that the binary images are site independent.

You will also need to editetc/netstart to do the netwrk interface initialization using
ifconfig(8). If you are not sure moto do this, see sections 5.1, 5.2, and 3f3you are not running a rout-
ing daemon and ka nore than one Ethernet in yournv@onment you will need to set up a dett route;
see section 5.4 for detail&efore bringing your system up multiusgou should ensure that the netk-
ing is properly configured.The network is started by runningetc/netstart . Once started, you
should test connegity using ping(8). You should first test connedty to yourself, then another host on
your Ethernet, and finally a host on another Etherfibe netsta{8) program can be used to inspect and
delug your routes; see section 5.4.

4.5. Settingup the line printer system
The line printer system consists of at least theiofig files and commands:

/usr/bin/lpq spoolingjueue gamination program
/usr/bin/lprm  progranto delete jobs from a queue
usr/bin/lpr progranto enter a job in a printer queue
/etc/printcap printeconfiguration and capability database
/usr/sbin/lpd lingprinter daemon, scans spooling queues
Jusr/sbin/lpc lingorinter control program

letc/hosts.Ipd  lisbf host alleved to use the printers

The file /etc/printcap is a master database describing line printers directly attached to a
machine and, also, printers accessible across aretwWwhemanual paggrintcap(5) describes the format
of this database and also sisthe dedult values for such things as the directory in which spooling is per
formed. Theline printer system handles multiple printers, multiple spooling queues, local and remote
printers, and also printers attached via serial lines that require line initialization such as the baud rate.
Raster output deces such as aavian or \érsatec, and laser printers such as an Imagen, are also supported
by the line printer system.

Remote spooling via the netvk is handled with te pooling queues, one on the local machine and
one on the remote maching/hen a remote printer job is started wiph, the job is queued locally and a
daemon process created te@see the transfer of the job to the remote machHiihihe destination machine
is unreachable, the job will remain queued until it is possible to transfer the files to the spooling queue on
the remote machineThe Ipg program shas the contents of spool queues on both the local and remote
machines.

To oonfigure your line printers, consult the printcap manual page and the acgamypdocument,
“4.3BSD Line Printer Spooler Manua{SMM:7). A call to thelpd program should be present in
letc/rc

4.6. Settingup the mail system
The mail system consists of the falimg commands:

/usr/bin/mail UCBmail program, described mail (1)
/usr/sbin/sendmail maiibuting program

/var/spool/mail maikpooling directory

/var/spool/secretmail  secumaail directory

{usr/bin/xsend secureail sender

/usr/bin/xget securmail recever

/etc/aliases mafborwarding information
{usr/bin/nevaliases commantb rehuild binary forwarding database
{usr/bin/bif mail notification enabler

lusr/libexec/comsat maihotification daemon

Mail is normally sent and reaed using themail(1) command (found idusr/bin/mail ), which
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provides a front-end to edit the messages sent andvedceind passes the messageseindmai(8) for
routing. Therouting algorithm uses kmdedge of the netark name syntax, aliasing and fawding infor
mation, and netark topology as defined in the configuration filkeisr/lib/sendmail.cf , to process
each piece of mailLocal mail is delered by gving it to the programusr/libexec/mail.local

that adds it to the mailbes in the directoryvar/spool/mail/<username> , using a locking proto-
col to aoid problems with simultaneous updatesfter the mail is deliered, the local mail dalery dae-
mon /ust/libexec/comsat is notified, which in turn notifies users whovhassued a'biff y"’ com-
mand that mail has aved.

Mail queued in the directorfvar/spool/mail is normally readable only by the recipieffo
send mail that is secureaigst perusal ¢eept by a code-break) you should use the secret maitifity,
which encrypts the mail.

To =t up the mail dcility you should read the instructions in the file READ_ME in the directory
Jusr/src/usr.shin/sendmail and then adjust the necessary configuration fikmi should also
set up the fildetc/aliases for your installation, creating mail groups as approprista. more infor
mations see'Sendmail Installation and Operation GuideSMM:8) and ‘Sendmail — An Internetark
Mail Router’ (SMM:9).

4.6.1. Settingup a UUCP connection

The \ersion ofuucpincluded in 4.8SD has the follving features:

» support for mag auto call units and dialers in addition to the DEC DN11,

» breakup of the spooling area into multiple subdirectories,

» addition of anL.cmds file to control the set of commands that may keceted by a remote site,

» enhanced‘expect-send’'sequence capabilities when logging in to a remote site,

* new ommmands to be used in polling sites and obtaining snap shatspactivity,

» additional protocols for dierent communication media.

This section gies a lrief overview of uucpand points out the most important steps in its installation.

To connect tvo UNIX machines with aiucp network link using modems, one site musvéan auto-
matic call unit and the other musteaa dalup port. It is better if both sites va loth.

You should first read the paper in the UNIX System Managbtanual: ‘Uucp Implementation
Description” (SMM:14). It describes in detail the file formats and \@antions, and will gie you a little

contet. In  addition, the document ‘setup.tbims; located in  the  directory
Jusr/src/usr.bin/fuucp/UUAIDS , may be of use in tailoring the sofiwe to your needs.

The uucp support is located in three major directoriéssr/bin, /ust/lib/uucp, and
/var/spool/uucp . User commands are ekt in /usr/bin, operational commands in
usr/lib/uucp , and /var/spool/uucp is used as a spooling arehe commands ifusr/bin
are:

/usr/bin/uucp file-copcommand
{usr/bin/uux remotexecution command
/usr/bin/fuusend binarfile transfer using mail

/usr/binfuuencode  binafile encoder (fouusendl
/usr/binfuudecode  binafile decoder (fouusendl

/usr/bin/uulog scansession log files
/usr/bin/fuusnap ges a siap-shot ofiucpactivity
fusr/binf/uupoll pollgemote system until an answer is rgedi
/usr/binfuuname printa list of knavn uucp hosts
/usr/bin/uuq gies information about the queue

The important files and commanddsr/lib/uucp are:
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/usr/lib/uucp/L-dgices listof dialers and hard-wired lines
/usr/lib/uucp/L-dialcodes  dialcodsbbreviations

/usr/lib/uucp/L.aliases hostnarabases

{usr/lib/uucp/L.cmds commandsmote sites mayxecute

{usr/lib/uucp/L.sys systente communicate with, eto connect, and when
{usr/lib/luucp/SEQF sequennambering control file
/usr/lib/luucp/USERFILE  remotgite pathname access specifications
/usr/lib/uucp/uucico uucpprotocol daemon

/usr/lib/uucp/uuclean cleanp carbage files in spool area
usr/lib/uucp/uuxqt uucpremote &ecution serer

while the spooling area contains the faling important files and directories:

Ivar/spool/uucp/C. directorfipr command,‘C.” fi les
Ivar/spool/uucp/D. directorfpor data, ‘D.” , files
/var/spool/uucp/X. directorfor command xecution, ‘X.” , files

/var/spool/uucp/Dmadine directory for local'D.” fi les
Ivar/spool/uucp/DmadtineX  directory for local “X.” fi les

/var/spool/uucp/TM. directorfor temporary“TM.” , files
Ivar/spool/uucp/LOGFILE lodjle of uucpactvity
/var/spool/uucp/SYSLOG lofjle of uucpfile transfers

To installuucp on your system, start by selecting a site name (shorter than 14 chara&ters)p
account must be created in the pawsirfile and a passwd set up.Then, create the appropriate spooling
directories with mode 755 anevbed by useuucp, groupdaemon

If you have an auto-call unit, the L.sys, L-dialcodes, and Lvites files should be created@he L.sys
file should contain the phone numbers and login sequences required to establish a connectioncyith a
daemon on another machinEor example, our L.sys file looks somethingdik

adiron Ary ACU 1200 out0123456789- ogin-HE¢@gin uucp
cbosg Neger Slave 30

cbosgd Neer Slave 30

chico Never Slave 1200 out2010123456

The first field is the name of a site, the secondvshehen the machine may be called, the third field speci-
fies hav the host is connected (through a@W, a hard-wired line, etc.), then comes the phone number to
use in connecting through an auto-call unit, and finally a login sequé&heephone number may contain
common abbngations that are defined in the L-dialcodes filthe deice specification should refer to
devices specified in the L-gieees file. Listing only ACU causes theucp daemon,uucico, to search for

ary available auto-call unit in L-déces. Ouil-dialcodes file is of the form:

ucbh 2
out 9%

while our L-devices file is:
ACU cul0 unused 1200entel

Refer to the README file in theucp source directory for more information about installation.

As uucp operates it creates (and reres) maly small files in the directories underneath
/var/spool/uucp . Sometimes files are left undeleted; these are most easijgguvith theuuclean
program. Thdog files can grev without bound unless trimmed baakjlog maintains these filesMany
useful aids in maintaining youuaucp installation are included in a subdirectory AIDS beneath
Jusr/src/usr.bin/uucp . Peruse this directory and read theetup’ i nstructions also located there.
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5. Network setup

4.4BSD provides support for the standard Internet protocgl$@RIP, TCR, and UDR These proto-
cols may be used on top of ariety of hardware deices ranging from serial lines to local area roetw
controllers for the EthernefNetwork services are split between therkel (communication protocols) and
user programs (user services such as TELNET and HI#.section describes Wwdo configure your sys-
tem to use the Internet neirking support.4.4BSD also supports the Xerox Netwk Systems (NS) proto-
cols. IDPand SPP are implemented in thenel, and other protocols such as Courier run at the wskr le
4.48SD provides some support for the ISO OSI protocols CLNP TP4, and BH$E&r level process com-
plete the application protocols such as X.400 and X.500.

5.1. Systentonfiguration

To configure the krnel to include the Internet communication protocols, define the INET option.
Xerox NS support is enabled with the NS optidBO OSI support is enabled with the ISO optidn.
either case, include the pseudaides ‘pty’’, and ‘loop’” in your machines configuration file. The “pty””’
pseudo-deice forces the pseudo terminalvidee driver to be configured into the system, spg/(4), while
the *loop” pseudo-deice forces inclusion of the sofase loopback intesice drver. The loop dwer is
used in netwrk testing and also by the error logging system.

If you are planning to use the Internet naetikvfacilities on a 10Mb/s Ethernet, the pseuduicke
“ ether’ should also be included in the configuration; this forces inclusion of the Address Resolution Proto-
col module used in mapping between 48-bit Ethernet and 32-bit Internet addresses.

Before configuring the appropriate nerking hardvare, you should consult the manual pages in
section 4 of the Programmeianual selecting the appropriate ingeds for your architecture.

All network interface dwers including the loopback interte, require that their host address(es) be
defined at boot timeThis is done withifconfig(8) commands included in thetc/netstart file.
Interfaces that are able to dynamically deduce the host part of an address may check that the host part of the
address is correctThe manual page for each netk interface describes the method used to establish a
hosts aldress. Ifconfig(8) can also be used to set options for the iaterfat boot timeOptions are set
independently for each intade, and apply to all paets sent using that intade. Alternatiely, transla-
tions for such hosts may be set in agee or‘published’ by a 44BSD host by use of tharp(8) command.
Note that the use of trailer linkde is now negotiated between 488D hosts using ARPand it is thus no
longer necessary to disable the use of trailers izitimfig.

The OSI equialent to ARP is ESIS (End System to Intermediate System Routing Protocol); running
this protocol is mandatorjioweve one can manually add translations for machines that do not participate
by use of theroute(8) command. Additional information is preided in the manual page describing
ESIS4).

To use the pseudo terminals just configuredjaeentries must be created in fHev directory To
create 32 pseudo terminals (plenmless you hee a leary network load) eecute the follaving com-
mands.

#cd /dey
#MAKEDEYV pty0 ptyl

More pseudo terminals may be made by specifyity@ , pty3 , etc. Thekernel normally includes sup-
port for 32 pseudo terminals unless the configuration file specifiefesedifnumber Each pseudo termi-
nal really consists of ta/files in/dev : a master and a sle. The master pseudo terminal file is named

/dev/ptyp? , while the slae dde is/dev/ttyp? . Pseudo terminals are also used byess# programs
not related to the netwk. In addition to creating the pseudo terminals, be sure to install them in the
letclttys file (with a ‘none’ in the second column so gty is started).

5.2. Localsubnets

In 4.4BSD the Internet support includes the notion‘sfibnets’. Thisis a mechanism by which mul-
tiple local netvarks may appears as a single Internet ngiwo of-site hosts. Subnetvorks are useful
because theallow a gte to hide their local topologyequiring only a single route irxeernal gtevays; it
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also means that local netvk numbers may be locally administerethe standard describing this change
in Internet addressing is RFC-950.

To =t up local subnets one must first decide tiee available address space (the Interfledst part’
of the 32-bit address) is to be partitionedites with a class A netwk number hee a 2-bit host address
space with which to ark, sites with a class B netwk number hge a B-bit host address space, while sites
with a class C netark number hee an 8-bit host address spaceTo define local subnets you must steal
some bits from the local host address space for usédnding the netark portion of the Internet address.
This reinterpretation of Internet addresses is done only for locabrietwi.e. it is not visible to hostsfef
site. For example, if your site has a class B netlvnumbeyhosts on this netark have an Internet address
that contains the netwk number 16 hits, and the host numbenother 16 bits.To define 254 local sub-
nets, each possessing at most 255 hosts, 8 bits mayepeftain the local part(The use of subnets 0 and
all-1's, 255 in this xample, is discouraged toa@d confusion about broadcast address@hgse ne net-
work numbers are then constructed by concatenating the original 16-barketumber with thexdra 8
bits containing the local subnet number

The «istence of local subnets is communicated to the system at the timeaaknietierface is con-
figured with thenetmaskoption to thefconfig program. A“ network mask’is Pecified to define the por
tion of the Internet address that is to be considered theorepart for that netark. Thismask normally
contains the bits corresponding to the standardarktpart as well as the portion of the local part that has
been assigned to subnet§.no mask is specified when the address is set, it will be set according to the
class of the netark. For example, at Beréley (class B netwrk 128.32) 8 bits of the local partuealeen
resened for defining subnets; consequently Ate/netstart file contains lines of the form

/sbin/ifconfig le0 netmask Oxffffff00 128.32.1.7

This specifies that for intexte ‘le0”, the upper 24 bits of the Internet address should be used in calculat-
ing network numbers (netmask Giff 00), and the inteaices Internet address i§128.32.1.7" (host 7 on
network 128.32.1). Hosts m on sub-netwrk n of this netvork would then hee aldresses of the form
“128.32n.m"; for example, host 99 on netwk 129 wuld hare an address128.32.129.99. For hosts

with multiple interfices, the netark mask should be set for each inded, although in practice only the
mask of the first inteafce on each netwk is really used.

5.3. Internet broadcast addesses

The address defined as the broadcast address for Internetrksetecording to RFC-919 is the
address with a host part of allsl’ Theaddress used by 4.2BSDasvthe address with a host part of O.
4.4BSD uses the standard broadcast address @llbl/ deéult, kut allovs the broadcast address to be set
(with ifconfig) for each intedce. Thisallows networks consisting of both 4.2BSD, 83D and 4.8SD
hosts to coest while the upgrade process proceelisthe presence of subnets, the broadcast address uses
the subnet field as for normal host addresses, with the remaining host part sdot®’s; on a netark
that has not yet been oanted). 4.8SD hosts recognize and accept patsksent to the logical-netnk
broadcast address as well as those sent to the subnet broadcast address, and when usingaadalst;
also recognize and rewgeipackets sent to host O as a broadcast.

5.4. Routing

If your ervironment allevs access to netwks not directly attached to your host you will need to set
up routing information to alle packets to be properly routediwo schemes are supported by the system.
The first scheme emple a routing table management daem@ptimally, you should use the routing dae-
mon gated available from Cornell uwiersity. We wse it on our systems and ibvks well, especially for
multi-homed hosts using Serial Line IP (SLIR)nfortunately we were not able to obtain permission to
include it on 4.8SD.

If you do not wish to or cannot obtagrated the distrilution does includeouted(8) to maintain the
system routing tablesThe routing daemon uses ariant of the Xerox Routing Information Protocol to
maintain up to date routing tables in a cluster of local areaonietw Byusing the/etc/gateways file,

8If you are unémiliar with the Internet addressing structure, consaltidress Mappings’ Internet
RFC-796, J. Postelyailable from the Internet Netwrk Information Center at SRI.
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the routing daemon can also be used to initialize static routes to distantkse(eee the ¢ section for
further discussion). When the routing daemon is started up (usually fréetc/rc ) it reads
/etc/gateways if it exists and installs those routes defined there, then broadcasts on each lom& netw
to which the host is attached to find other instances of the routing dadihaoy.responses are reued,

the routing daemons cooperate in maintaining a globally consistemtofieouting in the local erron-

ment. Thisview can be gtended to include remote sites also running the routing daemon by setting up
suitable entries ifetc/gateways  ; consultrouted(8) for a more thorough discussion.

The second approach is to define aadifor wildcard route to a smaratgvay and depend on the
gaeway to provide ICMP routing redirect information to dynamically create a routing data Gdss.is
done by adding an entry of the form

/sbin/route add default smart-gatevay 1

to /etc/netstart ; seeroute(8) for more information.The deéult route will be used by the system as a

“last resort’i n routing packts to their destinationAssuming the gtevay to which paclets are directed is

able to generate the proper routing redirect messages, the system will then add routing table entries based
on the information suppliedThis approach has certain agages er the routing daemon,ub is unsuit-

able in an evironment where there are only bridges (ipseudo gtevays that, for instance, do not gener

ate routing redirect messagesurther if the smart gtevay goes davn there is no alternag, savemanual

alteration of the routing table enttg maintaining service.

The system a&lays listens, and processes, routing redirect information, so it is possible to combine
both of the abee facilities. For example, the routing table management process might be used to maintain
up to date information about routes to geographically localargsywhile emplging the wildcard routing
techniques for‘distant” networks. Thenetsta{l) program may be used to display routing table contents
as well as &rious routing oriented statistickor example,

# netstat —r
will display the contents of the routing tables, while
#netstat -r —s

will show the number of routing table entries dynamically created as a result of routing redirect messages,
etc.

5.5. Useof 4.48SD machines as gateways

Several changes hee keen made in 4BSD in the area of gtevay support (or pacét forwarding, if
one prefers).A new mnfiguration option, GREWAY, is used when configuring a machine to be used as a
gaeway. This option increases the size of the routing hash tables irethelk Unlesgonfigured with that
option, hosts with only a single non-loopback iraed nger attempt to forvard packts or to respond with
ICMP error messages to misdirected sk Thischange reduces the problems that may occur when dif-
ferent hosts on a netwk disagree on the netwk number or broadcast addregsnother change is that
4.48SD machines that forard packts back through the same inte¢ on which thearrived will send
ICMP redirects to the source host if it is on the same ar&twThisimproves the interaction of 4BSD
gateways with hosts that configure their routes viaaddf gatevays and redirectsThe generation of redi-
rects may be disabled with the configuration option IPSENDREDIRECTS=0 or while the system is running
by using the command:

sysctl -w net.inet.ip.redirect=0

in ervironments where it may causeftiflties.

5.6. Network databases

Several data files are used by the netW library routines and sesv programs.Most of these files
are host independent and updated only rarely
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File Manual reference Use

/etc/hosts hostg5) localhost names

letc/networks networkg5) network names

letc/services servicegb) list of known services

letc/protocols protocols(5) protocolnames

letc/hosts.equiv rshd(8) list of “trusted’ hosts

/etc/netstart rc (8) commandscript for initializing netwark
letclrc rc (8) commandscript for starting standard serg
/etc/rc.local rc (8) commandscript for starting local seevs
letc/ftpusers ftpd(8) list of “unwelcome’ ftp users
/etc/hosts.Ipd Ipd (8) list of hosts allaved to access printers
letc/inetd.conf inetd(8) list of seners started binetd

The files distrilnted are set up for Internet hostcal netvorks and hosts should be added to describe the
local configuration; the Bedley entries may sem & examples (see also the section/etc/hosts ).
Network numbers will hee o be dhosen for each Ethernefor sites connected to the Internet, the normal
channels should be used for allocation of mekwnumbers (contact hostmaster@SRI-NIC.ARPFor
other sites, these could be chosen more or less arbittaulit is generally better to requesfiofl num-

bers to &oid corversion if a connection to the Internet (or others on the Internetpisstablished.

5.6.1. Netvork servers

Most netvork seners are automatically started up at boot time by the commandtilec ~ or by
the Internet daemon (see h&)o Thesdnclude the follaving:

Program Sener Startecby
lusr/sbin/syslogd error logging serer letc/rc
Jusr/sbin/named Internet name seev letc/rc
/shin/routed routing table management daemon/etc/rc
/usr/sbin/rwhod system status daemon letc/rc
Jusr/sbin/timed time synchronization daemon letc/rc
{usr/sbin/sendmail SMTP serer letc/rc
{usr/libexec/rshd shell serer inetd
lusr/libexec/rexecd exec sernver inetd
lusr/libexec/rlogind login sener inetd
lusr/libexecl/telnetd TELNET sener inetd
lusr/libexec/ftpd FTP serer inetd
lusr/libexec/fingerd Finger serer inetd
lusr/libexec/tftpd TFTP serer inetd

Consult the manual pages and accorgandocumentation (particularly for named and sendmail) for
details about their operation.

The use ofouted andrwhod is controlled by shellariables set ifetc/netstart . By default,
routedis used, bt rwhod is not; thg are enabled by setting thanablesroutedflays andrwhod to strings
other than‘NO.” T he walue ofroutedflaysprovides host-specific options touted. For example,

routedflags=-q
rwhod=NO

would runrouted -gand would not runrwhod.

To haveother netwrk seners started as well, commands of the felltg sort should be placed in
the site-dependent fifetc/rc.local

if [ -f /usr/sbin/timed ]; then
/usr/sbin/timed & echo -n’ timed’ >/dev/console
fi
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5.6.2. Intemet daemon

In 4.4BSD most of the semrs for usewisible services are started up bysaiper serer”, the Internet
daemon. Thénternet daemonusr/shin/inetd , &ts as a master senvfor programs specified in its
configuration file/etc/inetd.conf , listening for service requests for these sesyvand starting up the
appropriate program whever a request is receed. Theconfiguration file contains lines containing a-ser
vice name (as found ifetc/services ), the type of sodlt the serer expects (e.g. stream or dgram),
the protocol to be used with the setkas found irletc/protocols ), whether to it for each semr
to complete before starting up anothtbe user name by which the senshould run, the sesv prograns
name, and at most #vaguments to pass to the seryrogram.Some trvial services are implemented
internally ininetd, and their serers are listed a&nternal’ For example, an entry for the file transfer pro-
tocol serer would appear as

ftp stream tcp nowait rootusr/libexec/ftpd ftpd

Consultinetd(8) for more detail on the format of the configuration file and the operation of the Internet dae-
mon.

5.6.3. Theletc/hosts.equiv file

The remote login and shell serg use an authentication scheme based on trusted Hdsgs.
hosts.equiv file contains a list of hosts that are considered trusted and, under a single adméistrati
control. Whena wser contacts a remote login or shell semequesting service, the client process passes
the usess rame and the &itial name of the host on which the client is locatédthe simple case, if the
hosts rame is located ihosts.equiv  and the user has an account on thees&rvachine, then service
is rendered (i.e. the user is a¥ed to log in, or the command iseeuted). Usersnay epand this ‘equiv-
alence’ of machines by installing ahosts file in their login directory The root login is handled spe-
cially, bypassing thénosts.equiv  file, and using only thérhosts  file.

Thus, to create a class of eplént machines, th@osts.equiv file should contain thefficial
names for those machinel.you are running the name servyou may omit the domain part of the host
name for machines in your local domairor example, four machines on our local netl are considered
trusted, so thaosts.equiv  file is of the form:

vangogh.CS.Berkeley.EDU
picasso.CS.Berkeley.EDU
okeeffe.CS.Berkeley.EDU

5.6.4. Theletc/ftpusers file

The FTP serer included in the system prides support for an angmous FTP accountBecause of
the inherent security problems with suchaailfty you should read this section carefully if you consider
providing such a service.

An anorymous account is enabled by creating a ftperWhen a client uses the aryonous account
achroot(2) system call is performed by the s@arto restrict the client from ming outside that part of the
filesystem where the user ftp home directory is locaBetause ahroot call is used, certain programs and
files used by the segv process must be placed in the ftp home directéuyther one must be sure that all
directories and>ecutable images are unwritabl&he following directory setup is recommendethe use
of the awk commands to cgpthe /etc/passwd and /etc/group files are STRONGLY recom-
mended.
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#cd “ftp

# chmod 555 .; hown ftp .; tigrp ftp .

# mkdir bin etc pub

# chown oot bin etc

# chmod 555 bin etc

# chown ftp pub

#chmod 777 pub

#cd bin

# cp /bin/sh /bin/ls .

#chmod 111 sh Is

#cd ..Jetc

#awk -F:; {$2="*";print$1":"$2":"$3":"$4":"$5":"$6":"}’ < /etc/passwd > passwd
#awk -F: '{$2="*";print$1":"$2":"}’ < /etc/gr oup > goup
# chmod 444 passwd gup

When local users wish to place files in the gmoous area, themust be placed in a subdirectoryn the
setup here, the directofitp/pub s used.

Aside from the problems of directory modes and such, the ftgrseray preide a loophole for
interlopers if certain user accounts arevaid. Thefile /etc/ftpusers is checled on each connection.
If the requested user name is located in the file, the request for service is dédmsefile normally has the
following names on our systems.

uucp
root

Accounts without passwds need not be listed in this file as the ftp elewill refuse service to these users.
Accounts with nonstandard shells yamwt listed in/etc/shells ) will also be denied access via ftp.

6. Systemoperation

This section describes procedures used to operateB&DH4NIX system. Procedures described
here are used periodicallip reboot the system, analyze error messages francede do disk backups,
monitor system performance, recompile system so#vand control local changes.

6.1. Bootstrapand shutdonn procedures

In a normal reboot, the system checks the disks and comes up multi-user withoahiierat the
console. Sucla reboot can be stopped (after it prints the date) with a "C (interrtipts will leave the
system in single-user mode, with only the console terminaleadfiif the console has been matk‘inse-
cure’ in /etclttys you must enter the root passud to bring the machine to single-user modeé.)s
also possible to ahe the filesystem checks to complete and then to return to single-user mode by signaling
fsdk(8) with a QJIT signal (V).

To bring the system up to a multi-user configuration from the single-user status, allvgob ba is
hit "D on the console.The system will then »x@cute /etc/rc , a nulti-user restart script (and
/etc/rc.local ), and come up on the terminals listed asvadti the file/etc/ttys . Seeinit(8) and
ttys(5) Note, havever, that this does not cause a filesystem check to be ddmless the systemas talen
down cleanly you should run‘fsck —p” or force a reboot witlheboot(8) to have the disks chead.

To take the system don to a single user state you can use
#kill 1

or use theshutdowr{8) command (which is much more polite, if there are other users logged in) when you
are running multi-userEither command will kill all processes andigiyou a shell on the console, as if you
had just bootedFilesystems remain mounted after the system mntakngle-userlf you wish to come up
multi-user agin, you should do this by:
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#ed/
# /sbinflumount -a
#°D

Each system shutdm, crash, processor halt and reboot is recorded in the system log with its cause.

6.2. Device errors and diagnostics

When serious errors occur on peripherals or in the system, the system prémtsrey wiagnostic on
the console.These messages are collected by the system error logging pgsiegd(8) and written into

a g/stem error log filgvar/log/messages . Less serious errors are sent directhysyslagd, which
may log them on the consol&.he error priorities that are logged and the locations to which dtee
logged are controlled bigetc/syslog.conf . Seesysla@d(8) for further detalils.

Error messages printed by thevides in the system are described with theedsi for the deices in
section 4 of the programmermanual. Iferrors occur suggesting hardre problems, you should contact
your hardvare support group or field servict.is a good idea toxamine the error log file galarly (e.g.
with the commandhail —r /var/log/messges).

6.3. Filesystenthecks, backups, and disasterecovery

Periodically (say wery week or so in the absence ofygmwoblems) and alays (usually automati-
cally) after a crash, all the filesystems should be awedar consistencby fsd(1). Theprocedures of
reboot(8) should be used to get the system to a state where a filesystem check can be done manually or
automatically

Dumping of the filesystems should be dongutarly, Snce once the system is going it is easy to
become complacenComplete and incremental dumps are easily doneduithp8). You should arrange
to do a tavers-of-hanoi dump sequence; we tune ours so that almost all files are dumpedapesiand
kept for at least a week in mosteey case.We take full dumps gery month (and &ep these indefin